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Autonomous systems today …
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gm
insights.com

• Trend: 

‣ Data-driven machine learning techniques 
are essential to perform perception tasks 

‣ The use of ML techniques is projected to 
grow

Increased ML in Autonomy
https://waymo.comhttp://volvotrucks.com https://jpl.nasa.gov/

http://volvotrucks.com


Autonomous systems today …
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How can we raise assurance in such systems?

• Growing concerns: 

‣ Unpredictability hinders deployment and 
adoption in safety-critical applications 

‣ Neural models (e.g. DNNs) are brittle: 
unanticipated changes in the environment 
may cause faulty behavior

Bell APT Autonomous Cargo 
Drone Crashes in Texas

Cruise to pay $1.5M penalty in 
connection with San Francisco 
pedestrian accident, NHTSA says

…http://nvidia.com

http://nvidia.com


Instrumentation

Runtime monitoring
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System Monitor

Spec

Verdict

Runtime monitoring is a technique based on extracting information from a system at 
runtime and evaluating this information to determine whether an execution of the system 
satisfies or violates a given property, and consequently deploying the necessary recovery 
mechanisms. 

LTL MTL
STL …

Temporal logics Stream-based languages

RTLola
TeSSLa …

…

…

Sensor glitches
Assumption validation

Health management 

DOS attacks
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System Monitor

Spec

Verdict
Sensor glitches

Assumption validation Health management 

Situational awareness
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Monitor

Controller

Sensors

ML …

Environment

Spec

Verdict

Situational awareness

Uncertainty in 
environments!

Uncertainty in data

Uncertainty in sensors: 



Runtime monitoring in autonomous systems

7

Monitor

Controller

Sensors

ML …

Environment

Spec

Verdict

Situational awareness

Uncertainty in 
environments!

Uncertainty in sensors: 

Uncertainty in data

Plane in landing 
approach 

On-ground vehicles

Perception  
module Example is inspired by a challenge problem provided by Boeing 

in the DARPA Assured Autonomy program.  

Runtime monitor: Estimate the risk of colliding with one of the vehicles



Risk Estim
ation

State 
 Estim

ation

Runtime monitoring in autonomous systemsOn-ground vehicles

Perception  
module

Runtime monitor: Estimate the risk of colliding with one of the vehicles

Plane in landing 
approach 
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Monitor

Controller

Sensors

ML …

Environment

Spec

Verdict

Situational awareness

Uncertainty in 
environments!

How can we build monitors that are resilient to uncertainty  
in the information received about the environment?

Uncertainty in data

What is the risk of issuing a verdict?

Uncertainty in sensors: 



In this talk
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๏ Runtime monitoring under uncertainty 
‣ formal problem statement  

๏ Monitoring over Markov decision processes 
‣ from exponential to polynomial complexity  

๏ Learning robust uncertainty models for monitoring 
‣ point-based models vs interval-based models 
‣ model-based vs model-free



Problem statement
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Runtime assurance in AI-based autonomy
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Monitor

Controller

Sensors

ML …

<latexit sha1_base64="8/SlQOfiYClNQPBA4SJh+gYDcBA=">AAACAHicdVDJSgNBEO2JW4xb1IMHL42J4GnoGbccg7l4jGCikITQ0+lJmvQsdNeIYZiLv+LFgyJe/Qxv/o2dDVT0QcHjvSqq6nmxFBoI+bRyC4tLyyv51cLa+sbmVnF7p6mjRDHeYJGM1K1HNZci5A0QIPltrDgNPMlvvGFt7N/ccaVFFF7DKOadgPZD4QtGwUjd4l65DfwetJ82s+6c1rJyt1giNnHPHecUE9s9dlz32JAT13ErBDs2maCEZqh3ix/tXsSSgIfAJNW65ZAYOilVIJjkWaGdaB5TNqR93jI0pAHXnXTyQIYPjdLDfqRMhYAn6veJlAZajwLPdAYUBvq3Nxb/8loJ+JVOKsI4AR6y6SI/kRgiPE4D94TiDOTIEMqUMLdiNqCKMjCZFUwI80/x/6Tp2s6ZTa7cUvViFkce7aMDdIQcdI6q6BLVUQMxlKFH9IxerAfryXq13qatOWs2s4t+wHr/Alo6luY=</latexit>

VC

<latexit sha1_base64="BpA3bzKDWogv3T6PVp3OpudwizY=">AAACAHicdVDLSgNBEJyN7/ha9eDBy2AUPC2z6yvHoAgeFUwiJEuYncwmQ2YfzPSKYdmLv+LFgyJe/Qxv/o2TGEFFCxqKqm66u4JUCg2EvFulqemZ2bn5hfLi0vLKqr223tBJphivs0Qm6jqgmksR8zoIkPw6VZxGgeTNYHA68ps3XGmRxFcwTLkf0V4sQsEoGKljb+60gd+CDvNG0fmiZ8VOx64Qh3jHrnuIiePtu563b8iB53pVgl2HjFFBE1x07Ld2N2FZxGNgkmrdckkKfk4VCCZ5UW5nmqeUDWiPtwyNacS1n48fKPCuUbo4TJSpGPBY/T6R00jrYRSYzohCX//2RuJfXiuDsOrnIk4z4DH7XBRmEkOCR2ngrlCcgRwaQpkS5lbM+lRRBiazsgnh61P8P2l4jnvkkEuvUjuZxDGPttA22kMuOkY1dI4uUB0xVKB79IierDvrwXq2Xj5bS9ZkZgP9gPX6AV1Glug=</latexit>

VE

Environment

Spec

Verdict

System-level specification

<latexit sha1_base64="KhiT7enPl1+E1ZXO/dCt9i94ILY=">AAACAnicdVDJSgNBEO1xjXEb9SReGhPB0zAziSbHoBePEcwCSQg9nZ6kSc9Cd40YhuDFX/HiQRGvfoU3/8bOBir6oODxXhVV9bxYcAW2/WksLa+srq1nNrKbW9s7u+befl1FiaSsRiMRyaZHFBM8ZDXgIFgzlowEnmANb3g58Ru3TCoehTcwilknIP2Q+5wS0FLXPMy3gd2B8tP6uLugkafG+a6Zsy3bLTnOGbYtt+C4bkGTouu4ZRs7lj1FDs1R7Zof7V5Ek4CFQAVRquXYMXRSIoFTwcbZdqJYTOiQ9FlL05AETHXS6QtjfKKVHvYjqSsEPFW/T6QkUGoUeLozIDBQv72J+JfXSsAvd1IexgmwkM4W+YnAEOFJHrjHJaMgRpoQKrm+FdMBkYSCTi2rQ1h8iv8ndddyzq3itZurXMzjyKAjdIxOkYNKqIKuUBXVEEX36BE9oxfjwXgyXo23WeuSMZ85QD9gvH8BP0aX/w==</latexit>

Vobs
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13

Monitor

Controller

Sensors

ML …

<latexit sha1_base64="8/SlQOfiYClNQPBA4SJh+gYDcBA=">AAACAHicdVDJSgNBEO2JW4xb1IMHL42J4GnoGbccg7l4jGCikITQ0+lJmvQsdNeIYZiLv+LFgyJe/Qxv/o2dDVT0QcHjvSqq6nmxFBoI+bRyC4tLyyv51cLa+sbmVnF7p6mjRDHeYJGM1K1HNZci5A0QIPltrDgNPMlvvGFt7N/ccaVFFF7DKOadgPZD4QtGwUjd4l65DfwetJ82s+6c1rJyt1giNnHPHecUE9s9dlz32JAT13ErBDs2maCEZqh3ix/tXsSSgIfAJNW65ZAYOilVIJjkWaGdaB5TNqR93jI0pAHXnXTyQIYPjdLDfqRMhYAn6veJlAZajwLPdAYUBvq3Nxb/8loJ+JVOKsI4AR6y6SI/kRgiPE4D94TiDOTIEMqUMLdiNqCKMjCZFUwI80/x/6Tp2s6ZTa7cUvViFkce7aMDdIQcdI6q6BLVUQMxlKFH9IxerAfryXq13qatOWs2s4t+wHr/Alo6luY=</latexit>

VC

<latexit sha1_base64="BpA3bzKDWogv3T6PVp3OpudwizY=">AAACAHicdVDLSgNBEJyN7/ha9eDBy2AUPC2z6yvHoAgeFUwiJEuYncwmQ2YfzPSKYdmLv+LFgyJe/Qxv/o2TGEFFCxqKqm66u4JUCg2EvFulqemZ2bn5hfLi0vLKqr223tBJphivs0Qm6jqgmksR8zoIkPw6VZxGgeTNYHA68ps3XGmRxFcwTLkf0V4sQsEoGKljb+60gd+CDvNG0fmiZ8VOx64Qh3jHrnuIiePtu563b8iB53pVgl2HjFFBE1x07Ld2N2FZxGNgkmrdckkKfk4VCCZ5UW5nmqeUDWiPtwyNacS1n48fKPCuUbo4TJSpGPBY/T6R00jrYRSYzohCX//2RuJfXiuDsOrnIk4z4DH7XBRmEkOCR2ngrlCcgRwaQpkS5lbM+lRRBiazsgnh61P8P2l4jnvkkEuvUjuZxDGPttA22kMuOkY1dI4uUB0xVKB79IierDvrwXq2Xj5bS9ZkZgP9gPX6AV1Glug=</latexit>

VE

Environment

Spec

Verdict
<latexit sha1_base64="KhiT7enPl1+E1ZXO/dCt9i94ILY=">AAACAnicdVDJSgNBEO1xjXEb9SReGhPB0zAziSbHoBePEcwCSQg9nZ6kSc9Cd40YhuDFX/HiQRGvfoU3/8bOBir6oODxXhVV9bxYcAW2/WksLa+srq1nNrKbW9s7u+befl1FiaSsRiMRyaZHFBM8ZDXgIFgzlowEnmANb3g58Ru3TCoehTcwilknIP2Q+5wS0FLXPMy3gd2B8tP6uLugkafG+a6Zsy3bLTnOGbYtt+C4bkGTouu4ZRs7lj1FDs1R7Zof7V5Ek4CFQAVRquXYMXRSIoFTwcbZdqJYTOiQ9FlL05AETHXS6QtjfKKVHvYjqSsEPFW/T6QkUGoUeLozIDBQv72J+JfXSsAvd1IexgmwkM4W+YnAEOFJHrjHJaMgRpoQKrm+FdMBkYSCTi2rQ1h8iv8ndddyzq3itZurXMzjyKAjdIxOkYNKqIKuUBXVEEX36BE9oxfjwXgyXo23WeuSMZ85QD9gvH8BP0aX/w==</latexit>

Vobs

Let: 
<latexit sha1_base64="4h6JCb39c0zu5M+sPy143VelWbg=">AAACB3icbZDLSsNAFIYnXmu9RV0KMtgKrkrSRXUjFIvgsoK9QBPCZDpph04mYWYilJCdG1/FjQtF3PoK7nwbJ20W2vrDwMd/zuHM+f2YUaks69tYWV1b39gsbZW3d3b39s2Dw66MEoFJB0csEn0fScIoJx1FFSP9WBAU+oz0/Ekrr/ceiJA04vdqGhM3RCNOA4qR0pZnnlQdGcCul8qpzOCVphvo4CTOrVZW9cyKVbNmgstgF1ABhdqe+eUMI5yEhCvMkJQD24qVmyKhKGYkKzuJJDHCEzQiA40chUS66eyODJ5pZwiDSOjHFZy5vydSFEo5DX3dGSI1lou13PyvNkhUcOmmlMeJIhzPFwUJgyqCeShwSAXBik01ICyo/ivEYyQQVjq6sg7BXjx5Gbr1mt2oNe7qleZ1EUcJHINTcA5scAGa4Ba0QQdg8AiewSt4M56MF+Pd+Ji3rhjFzBH4I+PzB4YLl9Q=</latexit>

Vsys = VE [ VC and denote the set of valuations over the variables  
<latexit sha1_base64="J51wbQVC+SDLjzp7WrUoPIuEJQ4=">AAAB/3icbZC7TsMwFIYdrqXcAkgsLBYtEgOqkg6FsYKFsUj0IrVR5LhOa9WxI9tBikIGXoWFAYRYeQ023gan7QAtv2Tp03/O0Tn+g5hRpR3n21pZXVvf2Cxtlbd3dvf27YPDjhKJxKSNBROyFyBFGOWkralmpBdLgqKAkW4wuSnq3QciFRX8Xqcx8SI04jSkGGlj+fZxdaBC2PEzlar8ogARqLzq2xWn5kwFl8GdQwXM1fLtr8FQ4CQiXGOGlOq7Tqy9DElNMSN5eZAoEiM8QSPSN8hRRJSXTe/P4ZlxhjAU0jyu4dT9PZGhSKk0CkxnhPRYLdYK879aP9HhlZdRHieacDxbFCYMagGLMOCQSoI1Sw0gLKm5FeIxkghrE1nZhOAufnkZOvWa26g17uqV5vU8jhI4AafgHLjgEjTBLWiBNsDgETyDV/BmPVkv1rv1MWtdseYzR+CPrM8f/nCVdg==</latexit>

Vsys,Vobs
<latexit sha1_base64="yd+gT2Ozt1BEnn2GzMVVKzSxT80=">AAACCXicbVC7TsMwFHXKq5RXgJHFokViQFXSoTBWsDAWQR9SE0WO67RWnTiyHaQoysrCr7AwgBArf8DG3+C2EYKWI13p+Jx75XuPHzMqlWV9GaWV1bX1jfJmZWt7Z3fP3D/oSp4ITDqYMy76PpKE0Yh0FFWM9GNBUOgz0vMnV1O/d0+EpDy6U2lM3BCNIhpQjJSWPBPWHBlA55aOQuRlMpX52c+L+zKveWbVqlszwGViF6QKCrQ989MZcpyEJFKYISkHthUrN0NCUcxIXnESSWKEJ2hEBppGKCTSzWaX5PBEK0MYcKErUnCm/p7IUChlGvq6M0RqLBe9qfifN0hUcOFmNIoTRSI8/yhIGFQcTmOBQyoIVizVBGFB9a4Qj5FAWOnwKjoEe/HkZdJt1O1mvXnTqLYuizjK4Agcg1Ngg3PQAtegDToAgwfwBF7Aq/FoPBtvxvu8tWQUM4fgD4yPb8lOmcg=</latexit>

⌃sys,⌃obs

Problem Statement: Given a distribution                              , a mapping                                            , a risk 
function                          , and a constant     , learn a monitor       such that:  

<latexit sha1_base64="HbeP0FbA4gUFpgO+t3tzzMeo5Ks=">AAACEnicbVC7TgJBFJ31ifhCLW0mgglYkF0KtCRqYYlRHgmLZHaYhQmzs5uZu0ay4Rts/BUbC42xtbLzbxwehYInucnJOffm3nu8SHANtv1tLS2vrK6tpzbSm1vbO7uZvf26DmNFWY2GIlRNj2gmuGQ14CBYM1KMBJ5gDW9wMfYb90xpHspbGEasHZCe5D6nBIzUyRRyrvZxF7tcYhfYA2g/uTRrR3n3hvcC0kn0UI/uTgq5TiZrF+0J8CJxZiSLZqh2Ml9uN6RxwCRQQbRuOXYE7YQo4FSwUdqNNYsIHZAeaxkqScB0O5m8NMLHRuliP1SmJOCJ+nsiIYHWw8AznQGBvp73xuJ/XisG/6ydcBnFwCSdLvJjgSHE43xwlytGQQwNIVRxcyumfaIIBZNi2oTgzL+8SOqlolMulq9L2cr5LI4UOkRHKI8cdIoq6ApVUQ1R9Iie0St6s56sF+vd+pi2LlmzmQP0B9bnDxp7nSQ=</latexit>

d 2 Dist(⌃⇤
sys)

<latexit sha1_base64="XPkpJ0VtqIq2LE0mRm/yeaQMgLw="></latexit>

µ : ⌃⇤
sys ! Dist(⌃⇤

obs)
<latexit sha1_base64="TaFYO2x8oCmjDQ9e2yQaECjTHNo=">AAACG3icbVC7TsMwFHXKq5RXgJHFokVCDFXSoTBWsDCWRx9SUyrHdVqrjh3ZDiiK+h8s/AoLAwgxITHwNzhtB2g5kqWjc+69vvf4EaNKO863lVtaXlldy68XNja3tnfs3b2mErHEpIEFE7LtI0UY5aShqWakHUmCQp+Rlj+6yPzWPZGKCn6rk4h0QzTgNKAYaSP17ErJUwGUXjaJQ++GDkLUS1Wixncn0JN0MNRISvEAvRDpoe/D61LPLjplZwK4SNwZKYIZ6j370+sLHIeEa8yQUh3XiXQ3RVJTzMi44MWKRAiP0IB0DOUoJKqbTm4bwyOj9GEgpHlcw4n6uyNFoVJJ6JvKbEM172Xif14n1sFZN6U8ijXhePpREDOoBcyCgn0qCdYsMQRhSc2uEA+RRFibOAsmBHf+5EXSrJTdarl6VSnWzmdx5MEBOATHwAWnoAYuQR00AAaP4Bm8gjfryXqx3q2PaWnOmvXsgz+wvn4AUj+g+g==</latexit>

r : ⌃⇤
sys ! R

<latexit sha1_base64="sHOjvSvM6qN/LCI3kG43WEDiqlY=">AAAB9HicbVDLTsJAFL3FF+ILdelmIpi4Ii0LdEl04xITeSS0IdPpFCZMp2VmSkIavsONC41x68e4828coAsFTzLJyTnn5t45fsKZ0rb9bRW2tnd294r7pYPDo+OT8ulZR8WpJLRNYh7Lno8V5UzQtmaa014iKY58Trv++H7hd6dUKhaLJz1LqBfhoWAhI1gbyau6KkQuN/kAVwflil2zl0CbxMlJBXK0BuUvN4hJGlGhCcdK9R070V6GpWaE03nJTRVNMBnjIe0bKnBElZctj56jK6MEKIyleUKjpfp7IsORUrPIN8kI65Fa9xbif14/1eGtlzGRpJoKsloUphzpGC0aQAGTlGg+MwQTycytiIywxESbnkqmBGf9y5ukU685jVrjsV5p3uV1FOECLuEaHLiBJjxAC9pAYALP8Apv1tR6sd6tj1W0YOUz5/AH1ucPoQuRXw==</latexit>

�
<latexit sha1_base64="MTsI+fK1ICC3Ci1TFdieG6TENbQ=">AAAB7nicbVA9SwNBEJ2LXzF+RS1tFhPBKtyliJZBGxshgvmA5Ah7m7lkyd7esbsnhJAfYWOhiK2/x85/4ya5QhMfDDzem2FmXpAIro3rfju5jc2t7Z38bmFv/+DwqHh80tJxqhg2WSxi1QmoRsElNg03AjuJQhoFAtvB+Hbut59QaR7LRzNJ0I/oUPKQM2qs1C73dEjuy/1iya24C5B14mWkBBka/eJXbxCzNEJpmKBadz03Mf6UKsOZwFmhl2pMKBvTIXYtlTRC7U8X587IhVUGJIyVLWnIQv09MaWR1pMosJ0RNSO96s3F/7xuasJrf8plkhqUbLkoTAUxMZn/TgZcITNiYgllittbCRtRRZmxCRVsCN7qy+ukVa14tUrtoVqq32Rx5OEMzuESPLiCOtxBA5rAYAzP8ApvTuK8OO/Ox7I152Qzp/AHzucP/cWOsw==</latexit>

M
<latexit sha1_base64="Cqa9Bi67NdZEg1GykmT2paZswNQ="></latexit>

→ωobs. M(ωobs) ↑
∑

ωsys→!→
sys
d(ωsys) · µ(ωsys)(ωobs) · r(ωsys) > ε

Junges, Seshia, Torfah. Active Learning of Runtime Monitors under Uncertainty. iFM 2024



Monitoring over Markov decision processes
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Junges, Torfah, Seshia. CAV 2021



Monitoring MDPs
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Monitor
Risk

Controller

Environment
on-ground 

vehicles

plane

Sensors

perception 
module

nondeterministic

probabilistic 

MDP M

r associates a state in M with a risk

Given M and r, what is the risk after observing a trace     over Vobs ?  ⌧

<latexit sha1_base64="J6uQVYNDvthazmXwrfbe9GbyDtE=">AAACFHicbVBNS8NAEN3Ur1q/qh69LLaCp5IURY9FLx4r2A9oQ9lsNu3azSbsToQQ+h88CfpbvIlX7/4Ub27bHGzrg4HHezPMzPNiwTXY9rdVWFvf2Nwqbpd2dvf2D8qHR20dJYqyFo1EpLoe0UxwyVrAQbBurBgJPcE63vh26neemNI8kg+QxswNyVDygFMCRmpX+0CS6qBcsWv2DHiVODmpoBzNQfmn70c0CZkEKojWPceOwc2IAk4Fm5T6iWYxoWMyZD1DJQmZdrPZtRN8ZhQfB5EyJQHP1L8TGQm1TkPPdIYERnrZm4r/eb0Egms34zJOgEk6XxQkAkOEp69jnytGQaSGEKq4uRXTEVGEggloYYuGkKhU+QufZALEpGSycpaTWSXtes25qF3e1yuNmzy1IjpBp+gcOegKNdAdaqIWougRPaNX9Ga9WO/Wh/U5by1Y+cwxWoD19QtExp9E</latexit>

Vobs

Plane in landing 
approach 

On-ground vehicles

Perception  
module Example is inspired by a challenge problem provided by Boeing 

in the DARPA Assured Autonomy program.  



Monitoring MDPs
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L

M

R

D2 D1 D0

sense

SensorWorld, State risk

L, D2 M, D2

L, D1

<latexit sha1_base64="K5izAxLxhPo2QShZhCP6c3hE8cE=">AAAB+nicbVBNS8NAEJ34WetXqkcvi63gQUrSg3osevFYwX5AE8pmu2mXbjZhd2MpsT/FiwdFvPpLvPlv3LY5aOuDgcd7M8zMCxLOlHacb2ttfWNza7uwU9zd2z84tEtHLRWnktAmiXksOwFWlDNBm5ppTjuJpDgKOG0Ho9uZ336kUrFYPOhJQv0IDwQLGcHaSD27VEFehjwVouQCjZE3rfTsslN15kCrxM1JGXI0evaX149JGlGhCcdKdV0n0X6GpWaE02nRSxVNMBnhAe0aKnBElZ/NT5+iM6P0URhLU0Kjufp7IsORUpMoMJ0R1kO17M3E/7xuqsNrP2MiSTUVZLEoTDnSMZrlgPpMUqL5xBBMJDO3IjLEEhNt0iqaENzll1dJq1Z1L6vOfa1cv8njKMAJnMI5uHAFdbiDBjSBwBie4RXerCfrxXq3Phata1Y+cwx/YH3+AIKwkjg=</latexit>

{p,w}

<latexit sha1_base64="GmYfuBM1rHUBNsuvxJj6oof0p5I=">AAAB83icbVA9TwJBEJ3DL8Qv1NJmI5hYkTsKtSTaWGIiYMIRsrfMwYa9vcvunoZc+Bs2Fhpj65+x89+4wBUKvmSSl/dmMjMvSATXxnW/ncLa+sbmVnG7tLO7t39QPjxq6zhVDFssFrF6CKhGwSW2DDcCHxKFNAoEdoLxzczvPKLSPJb3ZpJgL6JDyUPOqLGSXyV+5uuQPPnTar9ccWvuHGSVeDmpQI5mv/zlD2KWRigNE1TrrucmppdRZTgTOC35qcaEsjEdYtdSSSPUvWx+85ScWWVAwljZkobM1d8TGY20nkSB7YyoGellbyb+53VTE171Mi6T1KBki0VhKoiJySwAMuAKmRETSyhT3N5K2IgqyoyNqWRD8JZfXiXtes27qLl39UrjOo+jCCdwCufgwSU04Baa0AIGCTzDK7w5qfPivDsfi9aCk88cwx84nz/BwJDZ</latexit>

{w}

<latexit sha1_base64="eTy2/CbgTFbHY7iXCOK/8LJY8VI=">AAAB/XicbVDLSsNAFL2pr1pf8bFzM9gKrkrShY9d0Y3LCvYBTSmT6aQdOpmEmYlQQ/BX3LhQxK3/4c6/cdpmoa0HLhzOuZd77/FjzpR2nG+rsLK6tr5R3Cxtbe/s7tn7By0VJZLQJol4JDs+VpQzQZuaaU47saQ49Dlt++Obqd9+oFKxSNzrSUx7IR4KFjCCtZH69lEFeSpAXiAxSd2rLK05WaVvl52qMwNaJm5OypCj0be/vEFEkpAKTThWqus6se6lWGpGOM1KXqJojMkYD2nXUIFDqnrp7PoMnRplgIJImhIazdTfEykOlZqEvukMsR6pRW8q/ud1Ex1c9lIm4kRTQeaLgoQjHaFpFGjAJCWaTwzBRDJzKyIjbILQJrCSCcFdfHmZtGpV97zq3NXK9es8jiIcwwmcgQsXUIdbaEATCDzCM7zCm/VkvVjv1se8tWDlM4fwB9bnD2fek+c=</latexit>

19
20

<latexit sha1_base64="Qu4T0jbJQ3T+vgFCeSViif1z4T8=">AAAB/HicbVBNS8NAEJ3Ur1q/oj16WWwFTyXpQT0WvXisYD+gCWWz3bRLN5uwuxFCqH/FiwdFvPpDvPlv3LY5aOuDgcd7M8zMCxLOlHacb6u0sbm1vVPereztHxwe2ccnXRWnktAOiXks+wFWlDNBO5ppTvuJpDgKOO0F09u533ukUrFYPOgsoX6Ex4KFjGBtpKFdrSNPhcgLJSa5O8ubzqw+tGtOw1kArRO3IDUo0B7aX94oJmlEhSYcKzVwnUT7OZaaEU5nFS9VNMFkisd0YKjAEVV+vjh+hs6NMkJhLE0JjRbq74kcR0plUWA6I6wnatWbi/95g1SH137ORJJqKshyUZhypGM0TwKNmKRE88wQTCQztyIywSYHbfKqmBDc1ZfXSbfZcC8bzn2z1rop4ijDKZzBBbhwBS24gzZ0gEAGz/AKb9aT9WK9Wx/L1pJVzFThD6zPH+axk6Q=</latexit>

1
20

<latexit sha1_base64="j5EF02LVit7O0JsoUnyrI3A8fjQ=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LLaCp5L0oB6LXjxWsB+QhLLZbtqlm92wOxFK6M/w4kERr/4ab/4bt20O2vpg4PHeDDPzolRwA6777ZQ2Nre2d8q7lb39g8Oj6vFJ16hMU9ahSijdj4hhgkvWAQ6C9VPNSBIJ1osmd3O/98S04Uo+wjRlYUJGksecErCSX8dBHpgYB7P6oFpzG+4CeJ14BamhAu1B9SsYKpolTAIVxBjfc1MIc6KBU8FmlSAzLCV0QkbMt1SShJkwX5w8wxdWGeJYaVsS8EL9PZGTxJhpEtnOhMDYrHpz8T/PzyC+CXMu0wyYpMtFcSYwKDz/Hw+5ZhTE1BJCNbe3YjommlCwKVVsCN7qy+uk22x4Vw33oVlr3RZxlNEZOkeXyEPXqIXuURt1EEUKPaNX9OaA8+K8Ox/L1pJTzJyiP3A+fwDkiJBY</latexit>

{}

<latexit sha1_base64="j5EF02LVit7O0JsoUnyrI3A8fjQ=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LLaCp5L0oB6LXjxWsB+QhLLZbtqlm92wOxFK6M/w4kERr/4ab/4bt20O2vpg4PHeDDPzolRwA6777ZQ2Nre2d8q7lb39g8Oj6vFJ16hMU9ahSijdj4hhgkvWAQ6C9VPNSBIJ1osmd3O/98S04Uo+wjRlYUJGksecErCSX8dBHpgYB7P6oFpzG+4CeJ14BamhAu1B9SsYKpolTAIVxBjfc1MIc6KBU8FmlSAzLCV0QkbMt1SShJkwX5w8wxdWGeJYaVsS8EL9PZGTxJhpEtnOhMDYrHpz8T/PzyC+CXMu0wyYpMtFcSYwKDz/Hw+5ZhTE1BJCNbe3YjommlCwKVVsCN7qy+uk22x4Vw33oVlr3RZxlNEZOkeXyEPXqIXuURt1EEUKPaNX9OaA8+K8Ox/L1pJTzJyiP3A+fwDkiJBY</latexit>

{}

<latexit sha1_base64="j5EF02LVit7O0JsoUnyrI3A8fjQ=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LLaCp5L0oB6LXjxWsB+QhLLZbtqlm92wOxFK6M/w4kERr/4ab/4bt20O2vpg4PHeDDPzolRwA6777ZQ2Nre2d8q7lb39g8Oj6vFJ16hMU9ahSijdj4hhgkvWAQ6C9VPNSBIJ1osmd3O/98S04Uo+wjRlYUJGksecErCSX8dBHpgYB7P6oFpzG+4CeJ14BamhAu1B9SsYKpolTAIVxBjfc1MIc6KBU8FmlSAzLCV0QkbMt1SShJkwX5w8wxdWGeJYaVsS8EL9PZGTxJhpEtnOhMDYrHpz8T/PzyC+CXMu0wyYpMtFcSYwKDz/Hw+5ZhTE1BJCNbe3YjommlCwKVVsCN7qy+uk22x4Vw33oVlr3RZxlNEZOkeXyEPXqIXuURt1EEUKPaNX9OaA8+K8Ox/L1pJTzJyiP3A+fwDkiJBY</latexit>

{}

<latexit sha1_base64="6VfE/5b3R5DF1VqlJ7yH22MtUng=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LLaCp5L0oB6LXjxWsB/QhLLZbtqlm82yuxFK6N/w4kERr/4Zb/4bt2kO2vpg4PHeDDPzQsmZNq777ZQ2Nre2d8q7lb39g8Oj6vFJVyepIrRDEp6ofog15UzQjmGG075UFMchp71werfwe09UaZaIRzOTNIjxWLCIEWys5NeRn/k6QtKf14fVmttwc6B14hWkBgXaw+qXP0pIGlNhCMdaDzxXmiDDyjDC6bzip5pKTKZ4TAeWChxTHWT5zXN0YZURihJlSxiUq78nMhxrPYtD2xljM9Gr3kL8zxukJroJMiZkaqggy0VRypFJ0CIANGKKEsNnlmCimL0VkQlWmBgbU8WG4K2+vE66zYZ31XAfmrXWbRFHGc7gHC7Bg2towT20oQMEJDzDK7w5qfPivDsfy9aSU8ycwh84nz+3D5DS</latexit>

{p}
<latexit sha1_base64="6VfE/5b3R5DF1VqlJ7yH22MtUng=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LLaCp5L0oB6LXjxWsB/QhLLZbtqlm82yuxFK6N/w4kERr/4Zb/4bt2kO2vpg4PHeDDPzQsmZNq777ZQ2Nre2d8q7lb39g8Oj6vFJVyepIrRDEp6ofog15UzQjmGG075UFMchp71werfwe09UaZaIRzOTNIjxWLCIEWys5NeRn/k6QtKf14fVmttwc6B14hWkBgXaw+qXP0pIGlNhCMdaDzxXmiDDyjDC6bzip5pKTKZ4TAeWChxTHWT5zXN0YZURihJlSxiUq78nMhxrPYtD2xljM9Gr3kL8zxukJroJMiZkaqggy0VRypFJ0CIANGKKEsNnlmCimL0VkQlWmBgbU8WG4K2+vE66zYZ31XAfmrXWbRFHGc7gHC7Bg2towT20oQMEJDzDK7w5qfPivDsfy9aSU8ycwh84nz+3D5DS</latexit>

{p}

<latexit sha1_base64="6VfE/5b3R5DF1VqlJ7yH22MtUng=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LLaCp5L0oB6LXjxWsB/QhLLZbtqlm82yuxFK6N/w4kERr/4Zb/4bt2kO2vpg4PHeDDPzQsmZNq777ZQ2Nre2d8q7lb39g8Oj6vFJVyepIrRDEp6ofog15UzQjmGG075UFMchp71werfwe09UaZaIRzOTNIjxWLCIEWys5NeRn/k6QtKf14fVmttwc6B14hWkBgXaw+qXP0pIGlNhCMdaDzxXmiDDyjDC6bzip5pKTKZ4TAeWChxTHWT5zXN0YZURihJlSxiUq78nMhxrPYtD2xljM9Gr3kL8zxukJroJMiZkaqggy0VRypFJ0CIANGKKEsNnlmCimL0VkQlWmBgbU8WG4K2+vE66zYZ31XAfmrXWbRFHGc7gHC7Bg2towT20oQMEJDzDK7w5qfPivDsfy9aSU8ycwh84nz+3D5DS</latexit>

{p}

<latexit sha1_base64="GmYfuBM1rHUBNsuvxJj6oof0p5I=">AAAB83icbVA9TwJBEJ3DL8Qv1NJmI5hYkTsKtSTaWGIiYMIRsrfMwYa9vcvunoZc+Bs2Fhpj65+x89+4wBUKvmSSl/dmMjMvSATXxnW/ncLa+sbmVnG7tLO7t39QPjxq6zhVDFssFrF6CKhGwSW2DDcCHxKFNAoEdoLxzczvPKLSPJb3ZpJgL6JDyUPOqLGSXyV+5uuQPPnTar9ccWvuHGSVeDmpQI5mv/zlD2KWRigNE1TrrucmppdRZTgTOC35qcaEsjEdYtdSSSPUvWx+85ScWWVAwljZkobM1d8TGY20nkSB7YyoGellbyb+53VTE171Mi6T1KBki0VhKoiJySwAMuAKmRETSyhT3N5K2IgqyoyNqWRD8JZfXiXtes27qLl39UrjOo+jCCdwCufgwSU04Baa0AIGCTzDK7w5qfPivDsfi9aCk88cwx84nz/BwJDZ</latexit>

{w}

<latexit sha1_base64="K5izAxLxhPo2QShZhCP6c3hE8cE=">AAAB+nicbVBNS8NAEJ34WetXqkcvi63gQUrSg3osevFYwX5AE8pmu2mXbjZhd2MpsT/FiwdFvPpLvPlv3LY5aOuDgcd7M8zMCxLOlHacb2ttfWNza7uwU9zd2z84tEtHLRWnktAmiXksOwFWlDNBm5ppTjuJpDgKOG0Ho9uZ336kUrFYPOhJQv0IDwQLGcHaSD27VEFehjwVouQCjZE3rfTsslN15kCrxM1JGXI0evaX149JGlGhCcdKdV0n0X6GpWaE02nRSxVNMBnhAe0aKnBElZ/NT5+iM6P0URhLU0Kjufp7IsORUpMoMJ0R1kO17M3E/7xuqsNrP2MiSTUVZLEoTDnSMZrlgPpMUqL5xBBMJDO3IjLEEhNt0iqaENzll1dJq1Z1L6vOfa1cv8njKMAJnMI5uHAFdbiDBjSBwBie4RXerCfrxXq3Phata1Y+cwx/YH3+AIKwkjg=</latexit>

{p,w}

<latexit sha1_base64="7QDIVgbjzgT4lpWlRQBlDb57jc4=">AAAB+3icbVBNS8NAEJ3Ur1q/Yj16WWwFTyXpQT0WvXisYD+gCWWz3bRLN5uwuxFLyF/x4kERr/4Rb/4bt20O2vpg4PHeDDPzgoQzpR3n2yptbG5t75R3K3v7B4dH9nG1q+JUEtohMY9lP8CKciZoRzPNaT+RFEcBp71gejv3e49UKhaLBz1LqB/hsWAhI1gbaWhX68hTIfJCiUnm5lkzrw/tmtNwFkDrxC1IDQq0h/aXN4pJGlGhCcdKDVwn0X6GpWaE07zipYommEzxmA4MFTiiys8Wt+fo3CgjFMbSlNBoof6eyHCk1CwKTGeE9UStenPxP2+Q6vDaz5hIUk0FWS4KU450jOZBoBGTlGg+MwQTycytiEywiUGbuComBHf15XXSbTbcy4Zz36y1boo4ynAKZ3ABLlxBC+6gDR0g8ATP8ApvVm69WO/Wx7K1ZBUzJ/AH1ucPcwWTag==</latexit>

1
2

<latexit sha1_base64="7QDIVgbjzgT4lpWlRQBlDb57jc4=">AAAB+3icbVBNS8NAEJ3Ur1q/Yj16WWwFTyXpQT0WvXisYD+gCWWz3bRLN5uwuxFLyF/x4kERr/4Rb/4bt20O2vpg4PHeDDPzgoQzpR3n2yptbG5t75R3K3v7B4dH9nG1q+JUEtohMY9lP8CKciZoRzPNaT+RFEcBp71gejv3e49UKhaLBz1LqB/hsWAhI1gbaWhX68hTIfJCiUnm5lkzrw/tmtNwFkDrxC1IDQq0h/aXN4pJGlGhCcdKDVwn0X6GpWaE07zipYommEzxmA4MFTiiys8Wt+fo3CgjFMbSlNBoof6eyHCk1CwKTGeE9UStenPxP2+Q6vDaz5hIUk0FWS4KU450jOZBoBGTlGg+MwQTycytiEywiUGbuComBHf15XXSbTbcy4Zz36y1boo4ynAKZ3ABLlxBC+6gDR0g8ATP8ApvVm69WO/Wx7K1ZBUzJ/AH1ucPcwWTag==</latexit>

1
2

<latexit sha1_base64="Qu4T0jbJQ3T+vgFCeSViif1z4T8=">AAAB/HicbVBNS8NAEJ3Ur1q/oj16WWwFTyXpQT0WvXisYD+gCWWz3bRLN5uwuxFCqH/FiwdFvPpDvPlv3LY5aOuDgcd7M8zMCxLOlHacb6u0sbm1vVPereztHxwe2ccnXRWnktAOiXks+wFWlDNBO5ppTvuJpDgKOO0F09u533ukUrFYPOgsoX6Ex4KFjGBtpKFdrSNPhcgLJSa5O8ubzqw+tGtOw1kArRO3IDUo0B7aX94oJmlEhSYcKzVwnUT7OZaaEU5nFS9VNMFkisd0YKjAEVV+vjh+hs6NMkJhLE0JjRbq74kcR0plUWA6I6wnatWbi/95g1SH137ORJJqKshyUZhypGM0TwKNmKRE88wQTCQztyIywSYHbfKqmBDc1ZfXSbfZcC8bzn2z1rop4ijDKZzBBbhwBS24gzZ0gEAGz/AKb9aT9WK9Wx/L1pJVzFThD6zPH+axk6Q=</latexit>

1
20

<latexit sha1_base64="eTy2/CbgTFbHY7iXCOK/8LJY8VI=">AAAB/XicbVDLSsNAFL2pr1pf8bFzM9gKrkrShY9d0Y3LCvYBTSmT6aQdOpmEmYlQQ/BX3LhQxK3/4c6/cdpmoa0HLhzOuZd77/FjzpR2nG+rsLK6tr5R3Cxtbe/s7tn7By0VJZLQJol4JDs+VpQzQZuaaU47saQ49Dlt++Obqd9+oFKxSNzrSUx7IR4KFjCCtZH69lEFeSpAXiAxSd2rLK05WaVvl52qMwNaJm5OypCj0be/vEFEkpAKTThWqus6se6lWGpGOM1KXqJojMkYD2nXUIFDqnrp7PoMnRplgIJImhIazdTfEykOlZqEvukMsR6pRW8q/ud1Ex1c9lIm4kRTQeaLgoQjHaFpFGjAJCWaTwzBRDJzKyIjbILQJrCSCcFdfHmZtGpV97zq3NXK9es8jiIcwwmcgQsXUIdbaEATCDzCM7zCm/VkvVjv1se8tWDlM4fwB9bnD2fek+c=</latexit>

19
20

<latexit sha1_base64="0VNUnNoljT6+4yxmITQcZ+f7n0k=">AAAB/HicbVBNS8NAEJ3Ur1q/oj16WWwFTyXpQT0WvXisYD+gCWWz3bRLN5uwuxFCqH/FiwdFvPpDvPlv3LY5aOuDgcd7M8zMCxLOlHacb6u0sbm1vVPereztHxwe2ccnXRWnktAOiXks+wFWlDNBO5ppTvuJpDgKOO0F09u533ukUrFYPOgsoX6Ex4KFjGBtpKFdrSNPhcgLJSa5O8tdZ1Yf2jWn4SyA1olbkBoUaA/tL28UkzSiQhOOlRq4TqL9HEvNCKezipcqmmAyxWM6MFTgiCo/Xxw/Q+dGGaEwlqaERgv190SOI6WyKDCdEdYTterNxf+8QarDaz9nIkk1FWS5KEw50jGaJ4FGTFKieWYIJpKZWxGZYJODNnlVTAju6svrpNtsuJcN575Za90UcZThFM7gAly4ghbcQRs6QCCDZ3iFN+vJerHerY9la8kqZqrwB9bnD+Uqk6M=</latexit>

1
10

<latexit sha1_base64="McYvjpeffC54znFaaPMA/D2WOZ0=">AAAB/HicbVBNS8NAEJ3Ur1q/oj16WWwFTyXpwY9b0YvHCrYWmlA22027dLMJuxshhPpXvHhQxKs/xJv/xm2bg7Y+GHi8N8PMvCDhTGnH+bZKa+sbm1vl7crO7t7+gX141FVxKgntkJjHshdgRTkTtKOZ5rSXSIqjgNOHYHIz8x8eqVQsFvc6S6gf4ZFgISNYG2lgV+vIUyHyQolJfjXNXWdaH9g1p+HMgVaJW5AaFGgP7C9vGJM0okITjpXqu06i/RxLzQin04qXKppgMsEj2jdU4IgqP58fP0WnRhmiMJamhEZz9fdEjiOlsigwnRHWY7XszcT/vH6qw0s/ZyJJNRVksShMOdIxmiWBhkxSonlmCCaSmVsRGWOTgzZ5VUwI7vLLq6TbbLjnDeeuWWtdF3GU4RhO4AxcuIAW3EIbOkAgg2d4hTfryXqx3q2PRWvJKmaq8AfW5w/xepOr</latexit>

9
10

<latexit sha1_base64="GmYfuBM1rHUBNsuvxJj6oof0p5I=">AAAB83icbVA9TwJBEJ3DL8Qv1NJmI5hYkTsKtSTaWGIiYMIRsrfMwYa9vcvunoZc+Bs2Fhpj65+x89+4wBUKvmSSl/dmMjMvSATXxnW/ncLa+sbmVnG7tLO7t39QPjxq6zhVDFssFrF6CKhGwSW2DDcCHxKFNAoEdoLxzczvPKLSPJb3ZpJgL6JDyUPOqLGSXyV+5uuQPPnTar9ccWvuHGSVeDmpQI5mv/zlD2KWRigNE1TrrucmppdRZTgTOC35qcaEsjEdYtdSSSPUvWx+85ScWWVAwljZkobM1d8TGY20nkSB7YyoGellbyb+53VTE171Mi6T1KBki0VhKoiJySwAMuAKmRETSyhT3N5K2IgqyoyNqWRD8JZfXiXtes27qLl39UrjOo+jCCdwCufgwSU04Baa0AIGCTzDK7w5qfPivDsfi9aCk88cwx84nz/BwJDZ</latexit>

{w}

w 
Wait signal  
for vehicle

<latexit sha1_base64="6VfE/5b3R5DF1VqlJ7yH22MtUng=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LLaCp5L0oB6LXjxWsB/QhLLZbtqlm82yuxFK6N/w4kERr/4Zb/4bt2kO2vpg4PHeDDPzQsmZNq777ZQ2Nre2d8q7lb39g8Oj6vFJVyepIrRDEp6ofog15UzQjmGG075UFMchp71werfwe09UaZaIRzOTNIjxWLCIEWys5NeRn/k6QtKf14fVmttwc6B14hWkBgXaw+qXP0pIGlNhCMdaDzxXmiDDyjDC6bzip5pKTKZ4TAeWChxTHWT5zXN0YZURihJlSxiUq78nMhxrPYtD2xljM9Gr3kL8zxukJroJMiZkaqggy0VRypFJ0CIANGKKEsNnlmCimL0VkQlWmBgbU8WG4K2+vE66zYZ31XAfmrXWbRFHGc7gHC7Bg2towT20oQMEJDzDK7w5qfPivDsfy9aSU8ycwh84nz+3D5DS</latexit>

{p}

R, D2

M, D1 R, D1

L, D0 M, D0 R, D0

<latexit sha1_base64="7QDIVgbjzgT4lpWlRQBlDb57jc4=">AAAB+3icbVBNS8NAEJ3Ur1q/Yj16WWwFTyXpQT0WvXisYD+gCWWz3bRLN5uwuxFLyF/x4kERr/4Rb/4bt20O2vpg4PHeDDPzgoQzpR3n2yptbG5t75R3K3v7B4dH9nG1q+JUEtohMY9lP8CKciZoRzPNaT+RFEcBp71gejv3e49UKhaLBz1LqB/hsWAhI1gbaWhX68hTIfJCiUnm5lkzrw/tmtNwFkDrxC1IDQq0h/aXN4pJGlGhCcdKDVwn0X6GpWaE07zipYommEzxmA4MFTiiys8Wt+fo3CgjFMbSlNBoof6eyHCk1CwKTGeE9UStenPxP2+Q6vDaz5hIUk0FWS4KU450jOZBoBGTlGg+MwQTycytiEywiUGbuComBHf15XXSbTbcy4Zz36y1boo4ynAKZ3ABLlxBC+6gDR0g8ATP8ApvVm69WO/Wx7K1ZBUzJ/AH1ucPcwWTag==</latexit>

1
2 <latexit sha1_base64="7QDIVgbjzgT4lpWlRQBlDb57jc4=">AAAB+3icbVBNS8NAEJ3Ur1q/Yj16WWwFTyXpQT0WvXisYD+gCWWz3bRLN5uwuxFLyF/x4kERr/4Rb/4bt20O2vpg4PHeDDPzgoQzpR3n2yptbG5t75R3K3v7B4dH9nG1q+JUEtohMY9lP8CKciZoRzPNaT+RFEcBp71gejv3e49UKhaLBz1LqB/hsWAhI1gbaWhX68hTIfJCiUnm5lkzrw/tmtNwFkDrxC1IDQq0h/aXN4pJGlGhCcdKDVwn0X6GpWaE07zipYommEzxmA4MFTiiys8Wt+fo3CgjFMbSlNBoof6eyHCk1CwKTGeE9UStenPxP2+Q6vDaz5hIUk0FWS4KU450jOZBoBGTlGg+MwQTycytiEywiUGbuComBHf15XXSbTbcy4Zz36y1boo4ynAKZ3ABLlxBC+6gDR0g8ATP8ApvVm69WO/Wx7K1ZBUzJ/AH1ucPcwWTag==</latexit>

1
2

<latexit sha1_base64="j5EF02LVit7O0JsoUnyrI3A8fjQ=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LLaCp5L0oB6LXjxWsB+QhLLZbtqlm92wOxFK6M/w4kERr/4ab/4bt20O2vpg4PHeDDPzolRwA6777ZQ2Nre2d8q7lb39g8Oj6vFJ16hMU9ahSijdj4hhgkvWAQ6C9VPNSBIJ1osmd3O/98S04Uo+wjRlYUJGksecErCSX8dBHpgYB7P6oFpzG+4CeJ14BamhAu1B9SsYKpolTAIVxBjfc1MIc6KBU8FmlSAzLCV0QkbMt1SShJkwX5w8wxdWGeJYaVsS8EL9PZGTxJhpEtnOhMDYrHpz8T/PzyC+CXMu0wyYpMtFcSYwKDz/Hw+5ZhTE1BJCNbe3YjommlCwKVVsCN7qy+uk22x4Vw33oVlr3RZxlNEZOkeXyEPXqIXuURt1EEUKPaNX9OaA8+K8Ox/L1pJTzJyiP3A+fwDkiJBY</latexit>

{}

<latexit sha1_base64="6VfE/5b3R5DF1VqlJ7yH22MtUng=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LLaCp5L0oB6LXjxWsB/QhLLZbtqlm82yuxFK6N/w4kERr/4Zb/4bt2kO2vpg4PHeDDPzQsmZNq777ZQ2Nre2d8q7lb39g8Oj6vFJVyepIrRDEp6ofog15UzQjmGG075UFMchp71werfwe09UaZaIRzOTNIjxWLCIEWys5NeRn/k6QtKf14fVmttwc6B14hWkBgXaw+qXP0pIGlNhCMdaDzxXmiDDyjDC6bzip5pKTKZ4TAeWChxTHWT5zXN0YZURihJlSxiUq78nMhxrPYtD2xljM9Gr3kL8zxukJroJMiZkaqggy0VRypFJ0CIANGKKEsNnlmCimL0VkQlWmBgbU8WG4K2+vE66zYZ31XAfmrXWbRFHGc7gHC7Bg2towT20oQMEJDzDK7w5qfPivDsfy9aSU8ycwh84nz+3D5DS</latexit>

{p}
<latexit sha1_base64="6VfE/5b3R5DF1VqlJ7yH22MtUng=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LLaCp5L0oB6LXjxWsB/QhLLZbtqlm82yuxFK6N/w4kERr/4Zb/4bt2kO2vpg4PHeDDPzQsmZNq777ZQ2Nre2d8q7lb39g8Oj6vFJVyepIrRDEp6ofog15UzQjmGG075UFMchp71werfwe09UaZaIRzOTNIjxWLCIEWys5NeRn/k6QtKf14fVmttwc6B14hWkBgXaw+qXP0pIGlNhCMdaDzxXmiDDyjDC6bzip5pKTKZ4TAeWChxTHWT5zXN0YZURihJlSxiUq78nMhxrPYtD2xljM9Gr3kL8zxukJroJMiZkaqggy0VRypFJ0CIANGKKEsNnlmCimL0VkQlWmBgbU8WG4K2+vE66zYZ31XAfmrXWbRFHGc7gHC7Bg2towT20oQMEJDzDK7w5qfPivDsfy9aSU8ycwh84nz+3D5DS</latexit>

{p}
<latexit sha1_base64="E0OxGOFnAghwHDaV1rimqRf1QV4=">AAAB/nicbVBNS8NAEJ3Ur1q/ouLJy2IreCpJD2pvRS8eK9gPaELZbDft0s0m7G6EEgr+FS8eFPHq7/Dmv3Hb5qCtDwYe780wMy9IOFPacb6twtr6xuZWcbu0s7u3f2AfHrVVnEpCWyTmsewGWFHOBG1ppjntJpLiKOC0E4xvZ37nkUrFYvGgJwn1IzwULGQEayP17ZMK8lSIvFBiktXr08x1nGmlb5edqjMHWiVuTsqQo9m3v7xBTNKICk04VqrnOon2Myw1I5xOS16qaILJGA9pz1CBI6r8bH7+FJ0bZYDCWJoSGs3V3xMZjpSaRIHpjLAeqWVvJv7n9VIdXvsZE0mqqSCLRWHKkY7RLAs0YJISzSeGYCKZuRWRETZJaJNYyYTgLr+8Stq1qntZde5r5cZNHkcRTuEMLsCFK2jAHTShBQQyeIZXeLOerBfr3fpYtBasfOYY/sD6/AHmz5Qo</latexit>

99
100

<latexit sha1_base64="P+yPeob1tRRl9/IMajRxxBf4N54=">AAAB/XicbVDJSgNBEK1xjXEbl5uXxkTwFHpyUI9BLx4jmAUyQ+jp9CRNeha6e4Q4DP6KFw+KePU/vPk3dpI5aOKDgsd7VVTV8xPBlcb421pZXVvf2Cxtlbd3dvf27YPDtopTSVmLxiKWXZ8oJnjEWpprwbqJZCT0Bev445up33lgUvE4uteThHkhGUY84JRoI/Xt4ypyVYDcQBKaOXnmYJxX+3YF1/AMaJk4BalAgWbf/nIHMU1DFmkqiFI9Byfay4jUnAqWl91UsYTQMRmynqERCZnystn1OTozygAFsTQVaTRTf09kJFRqEvqmMyR6pBa9qfif10t1cOVlPEpSzSI6XxSkAukYTaNAAy4Z1WJiCKGSm1sRHREThDaBlU0IzuLLy6RdrzkXNXxXrzSuizhKcAKncA4OXEIDbqEJLaDwCM/wCm/Wk/VivVsf89YVq5g5gj+wPn8AWRaT3Q==</latexit>

1
100

<latexit sha1_base64="P+yPeob1tRRl9/IMajRxxBf4N54=">AAAB/XicbVDJSgNBEK1xjXEbl5uXxkTwFHpyUI9BLx4jmAUyQ+jp9CRNeha6e4Q4DP6KFw+KePU/vPk3dpI5aOKDgsd7VVTV8xPBlcb421pZXVvf2Cxtlbd3dvf27YPDtopTSVmLxiKWXZ8oJnjEWpprwbqJZCT0Bev445up33lgUvE4uteThHkhGUY84JRoI/Xt4ypyVYDcQBKaOXnmYJxX+3YF1/AMaJk4BalAgWbf/nIHMU1DFmkqiFI9Byfay4jUnAqWl91UsYTQMRmynqERCZnystn1OTozygAFsTQVaTRTf09kJFRqEvqmMyR6pBa9qfif10t1cOVlPEpSzSI6XxSkAukYTaNAAy4Z1WJiCKGSm1sRHREThDaBlU0IzuLLy6RdrzkXNXxXrzSuizhKcAKncA4OXEIDbqEJLaDwCM/wCm/Wk/VivVsf89YVq5g5gj+wPn8AWRaT3Q==</latexit>

1
100

<latexit sha1_base64="E0OxGOFnAghwHDaV1rimqRf1QV4=">AAAB/nicbVBNS8NAEJ3Ur1q/ouLJy2IreCpJD2pvRS8eK9gPaELZbDft0s0m7G6EEgr+FS8eFPHq7/Dmv3Hb5qCtDwYe780wMy9IOFPacb6twtr6xuZWcbu0s7u3f2AfHrVVnEpCWyTmsewGWFHOBG1ppjntJpLiKOC0E4xvZ37nkUrFYvGgJwn1IzwULGQEayP17ZMK8lSIvFBiktXr08x1nGmlb5edqjMHWiVuTsqQo9m3v7xBTNKICk04VqrnOon2Myw1I5xOS16qaILJGA9pz1CBI6r8bH7+FJ0bZYDCWJoSGs3V3xMZjpSaRIHpjLAeqWVvJv7n9VIdXvsZE0mqqSCLRWHKkY7RLAs0YJISzSeGYCKZuRWRETZJaJNYyYTgLr+8Stq1qntZde5r5cZNHkcRTuEMLsCFK2jAHTShBQQyeIZXeLOerBfr3fpYtBasfOYY/sD6/AHmz5Qo</latexit>

99
100 p  

Progress of plane 
towards runway<latexit sha1_base64="j5EF02LVit7O0JsoUnyrI3A8fjQ=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LLaCp5L0oB6LXjxWsB+QhLLZbtqlm92wOxFK6M/w4kERr/4ab/4bt20O2vpg4PHeDDPzolRwA6777ZQ2Nre2d8q7lb39g8Oj6vFJ16hMU9ahSijdj4hhgkvWAQ6C9VPNSBIJ1osmd3O/98S04Uo+wjRlYUJGksecErCSX8dBHpgYB7P6oFpzG+4CeJ14BamhAu1B9SsYKpolTAIVxBjfc1MIc6KBU8FmlSAzLCV0QkbMt1SShJkwX5w8wxdWGeJYaVsS8EL9PZGTxJhpEtnOhMDYrHpz8T/PzyC+CXMu0wyYpMtFcSYwKDz/Hw+5ZhTE1BJCNbe3YjommlCwKVVsCN7qy+uk22x4Vw33oVlr3RZxlNEZOkeXyEPXqIXuURt1EEUKPaNX9OaA8+K8Ox/L1pJTzJyiP3A+fwDkiJBY</latexit>

{}

<latexit sha1_base64="j5EF02LVit7O0JsoUnyrI3A8fjQ=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LLaCp5L0oB6LXjxWsB+QhLLZbtqlm92wOxFK6M/w4kERr/4ab/4bt20O2vpg4PHeDDPzolRwA6777ZQ2Nre2d8q7lb39g8Oj6vFJ16hMU9ahSijdj4hhgkvWAQ6C9VPNSBIJ1osmd3O/98S04Uo+wjRlYUJGksecErCSX8dBHpgYB7P6oFpzG+4CeJ14BamhAu1B9SsYKpolTAIVxBjfc1MIc6KBU8FmlSAzLCV0QkbMt1SShJkwX5w8wxdWGeJYaVsS8EL9PZGTxJhpEtnOhMDYrHpz8T/PzyC+CXMu0wyYpMtFcSYwKDz/Hw+5ZhTE1BJCNbe3YjommlCwKVVsCN7qy+uk22x4Vw33oVlr3RZxlNEZOkeXyEPXqIXuURt1EEUKPaNX9OaA8+K8Ox/L1pJTzJyiP3A+fwDkiJBY</latexit>

{}

<latexit sha1_base64="j5EF02LVit7O0JsoUnyrI3A8fjQ=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LLaCp5L0oB6LXjxWsB+QhLLZbtqlm92wOxFK6M/w4kERr/4ab/4bt20O2vpg4PHeDDPzolRwA6777ZQ2Nre2d8q7lb39g8Oj6vFJ16hMU9ahSijdj4hhgkvWAQ6C9VPNSBIJ1osmd3O/98S04Uo+wjRlYUJGksecErCSX8dBHpgYB7P6oFpzG+4CeJ14BamhAu1B9SsYKpolTAIVxBjfc1MIc6KBU8FmlSAzLCV0QkbMt1SShJkwX5w8wxdWGeJYaVsS8EL9PZGTxJhpEtnOhMDYrHpz8T/PzyC+CXMu0wyYpMtFcSYwKDz/Hw+5ZhTE1BJCNbe3YjommlCwKVVsCN7qy+uk22x4Vw33oVlr3RZxlNEZOkeXyEPXqIXuURt1EEUKPaNX9OaA8+K8Ox/L1pJTzJyiP3A+fwDkiJBY</latexit>

{}

<latexit sha1_base64="j5EF02LVit7O0JsoUnyrI3A8fjQ=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LLaCp5L0oB6LXjxWsB+QhLLZbtqlm92wOxFK6M/w4kERr/4ab/4bt20O2vpg4PHeDDPzolRwA6777ZQ2Nre2d8q7lb39g8Oj6vFJ16hMU9ahSijdj4hhgkvWAQ6C9VPNSBIJ1osmd3O/98S04Uo+wjRlYUJGksecErCSX8dBHpgYB7P6oFpzG+4CeJ14BamhAu1B9SsYKpolTAIVxBjfc1MIc6KBU8FmlSAzLCV0QkbMt1SShJkwX5w8wxdWGeJYaVsS8EL9PZGTxJhpEtnOhMDYrHpz8T/PzyC+CXMu0wyYpMtFcSYwKDz/Hw+5ZhTE1BJCNbe3YjommlCwKVVsCN7qy+uk22x4Vw33oVlr3RZxlNEZOkeXyEPXqIXuURt1EEUKPaNX9OaA8+K8Ox/L1pJTzJyiP3A+fwDkiJBY</latexit>

{}

M,D1/[L0 :
1
8 ,M

0 : 3
4 ,R

0 : 1
8 ]

<latexit sha1_base64="lztRqc7+ffXXZSA2k3joVSY/6kU="></latexit>

R,D2/[M0 : 1
2 ,R

0 : 1
2 ]

<latexit sha1_base64="8Gwu239j2+4KVm8KJng8Nj1l50A=">AAACJXicbVDLSgMxFM3UV62vqks3wVZ0UepMUXThoqgLN0It9gGdoWTSTBuayQxJRijD/Iwbf8WNC4sIrvwVM20XWnvgwuGce5N7jxsyKpVpfhmZpeWV1bXsem5jc2t7J7+715RBJDBp4IAFou0iSRjlpKGoYqQdCoJ8l5GWO7xJ/dYTEZIG/FGNQuL4qM+pRzFSWurmr4rQlh6sl+BttwJPYef+2E5f5dD2BMKxlcSVpATrC1Sn2M0XzLI5AfxPrBkpgBlq3fzY7gU48glXmCEpO5YZKidGQlHMSJKzI0lChIeoTzqacuQT6cSTKxN4pJUe9AKhiys4UX9PxMiXcuS7utNHaiDnvVRc5HUi5V06MeVhpAjH04+8iEEVwDQy2KOCYMVGmiAsqN4V4gHSOSgdbE6HYM2f/J80K2XrrHz+UClUr2dxZMEBOAQnwAIXoAruQA00AAbP4BW8g7HxYrwZH8bntDVjzGb2wR8Y3z+dfqJd</latexit>

M,D0/[L0 :
1

100 ,M
0 : 49

50 ,R
0 : 1

100 ]

<latexit sha1_base64="cEImhNIIZ4hTh2jY+lT5RmcR34A="></latexit>

R,D0/[M0 : 1
20 ,R

0 : 19
20 ]

<latexit sha1_base64="prUGHSzoVLR0zY/MPwMkL83/qXY="></latexit>

R,D1/[M0 : 1
3 ,R

0 : 2
3 ]

<latexit sha1_base64="UdNIpnNKx0ELlNP3WtYkhTN/UIE="></latexit>

L,D0/[L0 :
19
20 ,M

0 : 1
20 ]

<latexit sha1_base64="Gp5QI/Orz7uOAGI1xeHqbDE6zn0="></latexit>



Monitoring MDPs
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Sensor

Risk(⌧) = sup
�2Strategies(M)

P
⇡2Paths(M,|⌧ |)

Pr�(⇡ | ⌧) · r(last(⇡))

<latexit sha1_base64="9XvTqs23tCyRtCzqoCr0VPNZHDQ="></latexit>

W

<latexit sha1_base64="vnWhT+7K860z+HvFO/pM8ALgGqo=">AAACFXicbVBNS8NAEN34WetX1aOXxVbwVJKi6LHoxWMF2xTaUDabTbt0Nwm7EyGE/ghPgv4Wb+LVsz/Fm9s2B9v6YODx3gwz8/xEcA22/W2trW9sbm2Xdsq7e/sHh5Wj446OU0VZm8YiVl2faCZ4xNrAQbBuohiRvmCuP76b+u4TU5rH0SNkCfMkGUY85JSAkdxaX4fYrQ0qVbtuz4BXiVOQKirQGlR++kFMU8kioIJo3XPsBLycKOBUsEm5n2qWEDomQ9YzNCKSaS+fnTvB50YJcBgrUxHgmfp3IidS60z6plMSGOllbyr+5/VSCG+8nEdJCiyi80VhKjDEePo7DrhiFERmCKGKm1sxHRFFKJiEFrZokERlKlj4JBcgJmWTlbOczCrpNOrOZf3qoVFt3hapldApOkMXyEHXqInuUQu1EUVj9Ixe0Zv1Yr1bH9bnvHXNKmZO0AKsr191X59U</latexit>

⌦

<latexit sha1_base64="OtYDfyYKX82j9kiM7nTlK93JBoY=">AAACG3icbVDLSsNAFJ3UV62vqks3g63gqiRF0WXRjcsK9gFNKJPppB06k8SZGyGEfocrQb/Fnbh14ae4c9pmYVsPDBzOuZdz5/ix4Bps+9sqrK1vbG4Vt0s7u3v7B+XDo7aOEkVZi0YiUl2faCZ4yFrAQbBurBiRvmAdf3w79TtPTGkehQ+QxsyTZBjygFMCRvKqrg6wGwGXTFf75Ypds2fAq8TJSQXlaPbLP+4goolkIVBBtO45dgxeRhRwKtik5CaaxYSOyZD1DA2JSfGy2dETfGaUAQ4iZV4IeKb+3ciI1DqVvpmUBEZ62ZuK/3m9BIJrL+NhnAAL6TwoSASGCE8bwAOuGAWRGkKo4uZWTEdEEQqmp4UUDZKoVA0WfpIJEJOS6cpZbmaVtOs156J2eV+vNG7y1oroBJ2ic+SgK9RAd6iJWoiiR/SMXtGb9WK9Wx/W53y0YOU7x2gB1tcvuI2iJg==</latexit>

M

<latexit sha1_base64="QqZVKv/jUbKYF3zvmpNFeHv2bg8=">AAACFXicbVBNS8NAEN3Ur1q/qh69LLaCp5IURY9FL16ECvYD2lA2m027dLMJuxMhhP4IT4L+Fm/i1bM/xZvbNgfb+mDg8d4MM/O8WHANtv1tFdbWNza3itulnd29/YPy4VFbR4mirEUjEamuRzQTXLIWcBCsGytGQk+wjje+nfqdJ6Y0j+QjpDFzQzKUPOCUgJE61b4O8H11UK7YNXsGvEqcnFRQjuag/NP3I5qETAIVROueY8fgZkQBp4JNSv1Es5jQMRmynqGShEy72ezcCT4zio+DSJmSgGfq34mMhFqnoWc6QwIjvexNxf+8XgLBtZtxGSfAJJ0vChKBIcLT37HPFaMgUkMIVdzciumIKELBJLSwRUNIVKr8hU8yAWJSMlk5y8mskna95lzULh/qlcZNnloRnaBTdI4cdIUa6A41UQtRNEbP6BW9WS/Wu/Vhfc5bC1Y+c4wWYH39AmSnn0o=</latexit>

L

M

R

D2 D1 D0

S

<latexit sha1_base64="R5/u4CmajM3LUuXNorBiIf2HTOk=">AAACFXicbVBNS8NAEN3Ur1q/qh69LLaCp5IURY9FLx4r2g9oQ9lsNu3SzSbsToQQ+iM8CfpbvIlXz/4Ub27bHGzrg4HHezPMzPNiwTXY9rdVWFvf2Nwqbpd2dvf2D8qHR20dJYqyFo1EpLoe0UxwyVrAQbBurBgJPcE63vh26neemNI8ko+QxswNyVDygFMCRupU+zrAD9VBuWLX7BnwKnFyUkE5moPyT9+PaBIyCVQQrXuOHYObEQWcCjYp9RPNYkLHZMh6hkoSMu1ms3Mn+MwoPg4iZUoCnql/JzISap2GnukMCYz0sjcV//N6CQTXbsZlnACTdL4oSASGCE9/xz5XjIJIDSFUcXMrpiOiCAWT0MIWDSFRqfIXPskEiEnJZOUsJ7NK2vWac1G7vK9XGjd5akV0gk7ROXLQFWqgO9RELUTRGD2jV/RmvVjv1of1OW8tWPnMMVqA9fULbq+fUA==</latexit>

, r

, r
What is the risk after observing a trace    ?  <latexit sha1_base64="rdvryBbrJ0t0IQoe7/YgM9hNg7I=">AAAB7XicbVA9SwNBEJ3zM8avqKXNYiJYhbsUahm0sYxgPiA5wt5mL1mzt3fszgnhyH+wsVDE1v9j579xk1yhiQ8GHu/NMDMvSKQw6Lrfztr6xubWdmGnuLu3f3BYOjpumTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6wEnC/YgOlQgFo2ilVqWHNK30S2W36s5BVomXkzLkaPRLX71BzNKIK2SSGtP13AT9jGoUTPJpsZcanlA2pkPetVTRiBs/m187JedWGZAw1rYUkrn6eyKjkTGTKLCdEcWRWfZm4n9eN8Xw2s+ESlLkii0WhakkGJPZ62QgNGcoJ5ZQpoW9lbAR1ZShDahoQ/CWX14lrVrVu6x697Vy/SaPowCncAYX4MEV1OEOGtAEBo/wDK/w5sTOi/PufCxa15x85gT+wPn8AdvVjqg=</latexit>⌧

World, State risk



Algorithmic Approach
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Filtering

Too expensive 
Needs to track  

exponential number of beliefs.

- Runtime Verification of Stochastic, Faulty Systems. RV 10. M. Wilcox, B Williams -

- Runtime Verification with State Estimation. RV 11. S. Stoller et. al -

- Monitoring Temporal Properties of Stochastic Systems. VMCAI 2008. A. Sistla, A.R. Srinivas -

- Algorithmic analysis of nonlinear hybrid systems.  IEEE Trans. Autom Control 1998. T. Henzinger et al.



Algorithmic Approach
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Number of beliefsTrace length

Filtering

Too expensive 
Needs to track  

exponential number of beliefs.



Algorithmic Approach
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Filtering

Too expensive 
Needs to track  

exponential number of beliefs.

Filtering with 
Convex Hull

Only tracks vertices  
of the convex hull. 

Reduces number of beliefs  
dramatically

Unrolling with 
Model checking

Unroll MDP by  
the length of the trace then compute  
conditional reachability probability.  

Runs in polynomial time

- Runtime Verification of Stochastic, Faulty Systems. RV 10. M. Wilcox, B Williams -

- Runtime Verification with State Estimation. RV 11. S. Stoller et. al -

- Monitoring Temporal Properties of Stochastic Systems. VMCAI 2008. A. Sistla, A.R. Srinivas -

- Algorithmic analysis of nonlinear hybrid systems.  IEEE Trans. Autom Control 1998. T. Henzinger et al.



Algorithmic Approach
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Filtering

Too expensive! 
Needs to track  

exponential number of beliefs.

Unrolling with 
Model checking

Unroll MDP by  
the length of the trace then compute  
conditional reachability probability.  

Runs in polynomial time

Based on a geometric interpretation  
of distributions

Filtering with 
Convex Hull

Only tracks vertices  
of the convex hull. 

Reduces number of beliefs  
dramatically



Convex-hull Forward Filtering

22

Idea:  
• Interpret a belief as a point in          R|S|�1

<latexit sha1_base64="s+g3Y0EXqrQWZAvI0OP9VEXnTB4=">AAACF3icbVDLSsNAFJ3UV62vqBvBzWAruLEkRdFl0Y3L+ugDmlgm00k7dPJgZiKENP6He7f6C+7ErUv/wM9w0mZhqwcuHM65l3vvcUJGhTSML62wsLi0vFJcLa2tb2xu6ds7LRFEHJMmDljAOw4ShFGfNCWVjHRCTpDnMNJ2RpeZ334gXNDAv5NxSGwPDXzqUoykknr6XsUSLrQ8JIeOA2/gfTK+HR+baaWnl42qMQH8S8yclEGORk//tvoBjjziS8yQEF3TCKWdIC4pZiQtWZEgIcIjNCBdRX3kEWEnkw9SeKiUPnQDrsqXcKL+nkiQJ0TsOaozO1XMe5n4n9eNpHtuJ9QPI0l8PF3kRgzKAGZxwD7lBEsWK4Iwp+pWiIeIIyxVaDNbhPQQj3k/LalozPkg/pJWrWqeVE+va+X6RR5SEeyDA3AETHAG6uAKNEATYPAInsELeNWetDftXfuYtha0fGYXzED7/AG7QZ8K</latexit>

s0 s1

s2 s3

s4

1
2

<latexit sha1_base64="7kViXGAFWXVu27G7mvK7tqnQ+TM=">AAACEHicbZDLSsNAFIYn9VbrLdWlm8FWcFWSouiy6MZlBXuBJpTJdNIOnZmEmYkSQl7CvVt9BXfi1jfwDXwMp20W2vrDgZ//nMM5fEHMqNKO82WV1tY3NrfK25Wd3b39A7t62FVRIjHp4IhFsh8gRRgVpKOpZqQfS4J4wEgvmN7M+r0HIhWNxL1OY+JzNBY0pBhpEw3tat1TIfRCiXDm5lkzrw/tmtNw5oKrxi1MDRRqD+1vbxThhBOhMUNKDVwn1n6GpKaYkbziJYrECE/RmAyMFYgT5Wfz13N4apIRDCNpSmg4T39vZIgrlfLATHKkJ2q5Nwv/6w0SHV75GRVxoonAi0NhwqCO4IwDHFFJsGapMQhLan6FeIIMBm1o/bmiNEcylaO8YtC4yyBWTbfZcM8bF3fNWuu6gFQGx+AEnAEXXIIWuAVt0AEYPIJn8AJerSfrzXq3PhajJavYOQJ/ZH3+ADp4nLQ=</latexit>

1
2

<latexit sha1_base64="7kViXGAFWXVu27G7mvK7tqnQ+TM=">AAACEHicbZDLSsNAFIYn9VbrLdWlm8FWcFWSouiy6MZlBXuBJpTJdNIOnZmEmYkSQl7CvVt9BXfi1jfwDXwMp20W2vrDgZ//nMM5fEHMqNKO82WV1tY3NrfK25Wd3b39A7t62FVRIjHp4IhFsh8gRRgVpKOpZqQfS4J4wEgvmN7M+r0HIhWNxL1OY+JzNBY0pBhpEw3tat1TIfRCiXDm5lkzrw/tmtNw5oKrxi1MDRRqD+1vbxThhBOhMUNKDVwn1n6GpKaYkbziJYrECE/RmAyMFYgT5Wfz13N4apIRDCNpSmg4T39vZIgrlfLATHKkJ2q5Nwv/6w0SHV75GRVxoonAi0NhwqCO4IwDHFFJsGapMQhLan6FeIIMBm1o/bmiNEcylaO8YtC4yyBWTbfZcM8bF3fNWuu6gFQGx+AEnAEXXIIWuAVt0AEYPIJn8AJerSfrzXq3PhajJavYOQJ/ZH3+ADp4nLQ=</latexit>

1
2

<latexit sha1_base64="7kViXGAFWXVu27G7mvK7tqnQ+TM=">AAACEHicbZDLSsNAFIYn9VbrLdWlm8FWcFWSouiy6MZlBXuBJpTJdNIOnZmEmYkSQl7CvVt9BXfi1jfwDXwMp20W2vrDgZ//nMM5fEHMqNKO82WV1tY3NrfK25Wd3b39A7t62FVRIjHp4IhFsh8gRRgVpKOpZqQfS4J4wEgvmN7M+r0HIhWNxL1OY+JzNBY0pBhpEw3tat1TIfRCiXDm5lkzrw/tmtNw5oKrxi1MDRRqD+1vbxThhBOhMUNKDVwn1n6GpKaYkbziJYrECE/RmAyMFYgT5Wfz13N4apIRDCNpSmg4T39vZIgrlfLATHKkJ2q5Nwv/6w0SHV75GRVxoonAi0NhwqCO4IwDHFFJsGapMQhLan6FeIIMBm1o/bmiNEcylaO8YtC4yyBWTbfZcM8bF3fNWuu6gFQGx+AEnAEXXIIWuAVt0AEYPIJn8AJerSfrzXq3PhajJavYOQJ/ZH3+ADp4nLQ=</latexit>

1
2

<latexit sha1_base64="7kViXGAFWXVu27G7mvK7tqnQ+TM=">AAACEHicbZDLSsNAFIYn9VbrLdWlm8FWcFWSouiy6MZlBXuBJpTJdNIOnZmEmYkSQl7CvVt9BXfi1jfwDXwMp20W2vrDgZ//nMM5fEHMqNKO82WV1tY3NrfK25Wd3b39A7t62FVRIjHp4IhFsh8gRRgVpKOpZqQfS4J4wEgvmN7M+r0HIhWNxL1OY+JzNBY0pBhpEw3tat1TIfRCiXDm5lkzrw/tmtNw5oKrxi1MDRRqD+1vbxThhBOhMUNKDVwn1n6GpKaYkbziJYrECE/RmAyMFYgT5Wfz13N4apIRDCNpSmg4T39vZIgrlfLATHKkJ2q5Nwv/6w0SHV75GRVxoonAi0NhwqCO4IwDHFFJsGapMQhLan6FeIIMBm1o/bmiNEcylaO8YtC4yyBWTbfZcM8bF3fNWuu6gFQGx+AEnAEXXIIWuAVt0AEYPIJn8AJerSfrzXq3PhajJavYOQJ/ZH3+ADp4nLQ=</latexit>

1
2

<latexit sha1_base64="7kViXGAFWXVu27G7mvK7tqnQ+TM=">AAACEHicbZDLSsNAFIYn9VbrLdWlm8FWcFWSouiy6MZlBXuBJpTJdNIOnZmEmYkSQl7CvVt9BXfi1jfwDXwMp20W2vrDgZ//nMM5fEHMqNKO82WV1tY3NrfK25Wd3b39A7t62FVRIjHp4IhFsh8gRRgVpKOpZqQfS4J4wEgvmN7M+r0HIhWNxL1OY+JzNBY0pBhpEw3tat1TIfRCiXDm5lkzrw/tmtNw5oKrxi1MDRRqD+1vbxThhBOhMUNKDVwn1n6GpKaYkbziJYrECE/RmAyMFYgT5Wfz13N4apIRDCNpSmg4T39vZIgrlfLATHKkJ2q5Nwv/6w0SHV75GRVxoonAi0NhwqCO4IwDHFFJsGapMQhLan6FeIIMBm1o/bmiNEcylaO8YtC4yyBWTbfZcM8bF3fNWuu6gFQGx+AEnAEXXIIWuAVt0AEYPIJn8AJerSfrzXq3PhajJavYOQJ/ZH3+ADp4nLQ=</latexit>

1
2

<latexit sha1_base64="7kViXGAFWXVu27G7mvK7tqnQ+TM=">AAACEHicbZDLSsNAFIYn9VbrLdWlm8FWcFWSouiy6MZlBXuBJpTJdNIOnZmEmYkSQl7CvVt9BXfi1jfwDXwMp20W2vrDgZ//nMM5fEHMqNKO82WV1tY3NrfK25Wd3b39A7t62FVRIjHp4IhFsh8gRRgVpKOpZqQfS4J4wEgvmN7M+r0HIhWNxL1OY+JzNBY0pBhpEw3tat1TIfRCiXDm5lkzrw/tmtNw5oKrxi1MDRRqD+1vbxThhBOhMUNKDVwn1n6GpKaYkbziJYrECE/RmAyMFYgT5Wfz13N4apIRDCNpSmg4T39vZIgrlfLATHKkJ2q5Nwv/6w0SHV75GRVxoonAi0NhwqCO4IwDHFFJsGapMQhLan6FeIIMBm1o/bmiNEcylaO8YtC4yyBWTbfZcM8bF3fNWuu6gFQGx+AEnAEXXIIWuAVt0AEYPIJn8AJerSfrzXq3PhajJavYOQJ/ZH3+ADp4nLQ=</latexit>

3
4

<latexit sha1_base64="vRlsLFYNBTJntfuCbvAV4uoA5YM=">AAACEHicbZDLSsNAFIYnXmu9pbp0M9gKrkpSK7osunFZwV6gCWUymbRDJ5MwM1FCyEu4d6uv4E7c+ga+gY/htM3Ctv5w4Oc/53AOnxczKpVlfRtr6xubW9ulnfLu3v7BoVk56sooEZh0cMQi0feQJIxy0lFUMdKPBUGhx0jPm9xO+71HIiSN+INKY+KGaMRpQDFSOhqalZojA+gEAuHsIs+aeW1oVq26NRNcNXZhqqBQe2j+OH6Ek5BwhRmScmBbsXIzJBTFjORlJ5EkRniCRmSgLUchkW42ez2HZzrxYRAJXVzBWfp3I0OhlGno6ckQqbFc7k3D/3qDRAXXbkZ5nCjC8fxQkDCoIjjlAH0qCFYs1QZhQfWvEI+RxqA0rYUrUoVIpMLPyxqNvQxi1XQbdbtZv7xvVFs3BaQSOAGn4BzY4Aq0wB1ogw7A4Am8gFfwZjwb78aH8TkfXTOKnWOwIOPrF0DunLg=</latexit>

1
4

<latexit sha1_base64="3XJBL5mrvtdwQGfSdQRsbYUMLiw=">AAACEHicbZDLSsNAFIYn9VbrLdWlm8FWcFWSUtFl0Y3LCvYCTSiTyaQdOpmEmYkSQl7CvVt9BXfi1jfwDXwMp20WtvWHAz//OYdz+LyYUaks69sobWxube+Udyt7+weHR2b1uCejRGDSxRGLxMBDkjDKSVdRxcggFgSFHiN9b3o76/cfiZA04g8qjYkbojGnAcVI6WhkVuuODKATCIQzO89aeX1k1qyGNRdcN3ZhaqBQZ2T+OH6Ek5BwhRmScmhbsXIzJBTFjOQVJ5EkRniKxmSoLUchkW42fz2H5zrxYRAJXVzBefp3I0OhlGno6ckQqYlc7c3C/3rDRAXXbkZ5nCjC8eJQkDCoIjjjAH0qCFYs1QZhQfWvEE+QxqA0raUrUoVIpMLPKxqNvQpi3fSaDbvVuLxv1to3BaQyOAVn4ALY4Aq0wR3ogC7A4Am8gFfwZjwb78aH8bkYLRnFzglYkvH1Cz2wnLY=</latexit>

3
4 ,

1
4

<latexit sha1_base64="ImxE46us0ukErW42tuu/6c/BAP0=">AAACHnicbVC7TsMwFHXKq5RXgJEBixaJAVVJKYKxgoWxSPQhNVHlOE5r1XnIdpCiKCP/wc4Kv8CGWOEP+AycNgNtOZKlc8+5V/f6OBGjQhrGt1ZaWV1b3yhvVra2d3b39P2DrghjjkkHhyzkfQcJwmhAOpJKRvoRJ8h3GOk5k9vc7z0SLmgYPMgkIraPRgH1KEZSSUP9uGYJD1oeRzi9yNJmdg6Lysyr2lCvGnVjCrhMzIJUQYH2UP+x3BDHPgkkZkiIgWlE0k4RlxQzklWsWJAI4QkakYGiAfKJsNPpRzJ4qhQXeiFXL5Bwqv6dSJEvROI7qtNHciwWvVz8zxvE0ru2UxpEsSQBni3yYgZlCPNUoEs5wZIliiDMqboV4jFSMUiV3dwWIX3EE+5mFRWNuRjEMuk26mazfnnfqLZuipDK4AicgDNggivQAnegDToAgyfwAl7Bm/asvWsf2uestaQVM4dgDtrXL0vqof0=</latexit>

1, 0

<latexit sha1_base64="Vpg1RiWAKMH4qI3MpT7lA+tS4n0=">AAACB3icbVDLSsNAFL3xWeur6tLNYCu4kJIURZdFNy4r2Ae2oUwmk3boZBJmJkII/QD3bvUX3IlbP8M/8DOctlnY1gMXDufcy733eDFnStv2t7Wyura+sVnYKm7v7O7tlw4OWypKJKFNEvFIdjysKGeCNjXTnHZiSXHocdr2RrcTv/1EpWKReNBpTN0QDwQLGMHaSI+VngqQc47sSr9Utqv2FGiZODkpQ45Gv/TT8yOShFRowrFSXceOtZthqRnhdFzsJYrGmIzwgHYNFTikys2mF4/RqVF8FETSlNBoqv6dyHCoVBp6pjPEeqgWvYn4n9dNdHDtZkzEiaaCzBYFCUc6QpP3kc8kJZqnhmAimbkVkSGWmGgT0twWpUMsU+mPiyYaZzGIZdKqVZ2L6uV9rVy/yUMqwDGcwBk4cAV1uIMGNIGAgBd4hTfr2Xq3PqzPWeuKlc8cwRysr1/Odpif</latexit>

Can be 
eliminated! 

Point is a linear 
combination of 

vertices

b b 

s1 s2

1
2 ,

1
2

<latexit sha1_base64="Fkz51lDptqZZqJPRN9WuovudktY=">AAACHnicbZC7TsMwFIadcivlFmBkwKJFYkBVUoFgrGBhLBK9SE1UOY7TWnWcyHaQoigj78HOCq/AhljhDXgM3DZDW/glS7//c46O/Xkxo1JZ1rdRWlldW98ob1a2tnd298z9g46MEoFJG0csEj0PScIoJ21FFSO9WBAUeox0vfHtpN59JELSiD+oNCZuiIacBhQjpaOBeVxzZACdQCCc2XnWyM/h/K02MKtW3ZoK/jV2YaqgUGtg/jh+hJOQcIUZkrJvW7FyMyQUxYzkFSeRJEZ4jIakry1HIZFuNv1IDk914sMgEvpwBafp/ESGQinT0NOdIVIjuVybhP/V+okKrt2M8jhRhOPZoiBhUEVwQgX6VBCsWKoNwoLqt0I8QhqD0uwWtkgVIpEKP69oNPYyiL+m06jbF/XL+0a1eVNAKoMjcALOgA2uQBPcgRZoAwyewAt4BW/Gs/FufBifs9aSUcwcggUZX79CBKH3</latexit>

b b o 

s3 s4

Vertex of  
convex hull

• Compute vertices of convex hull

• Eliminate all interior points

Number of 
reached states

1
8 ,

3
8 ,

1
2

<latexit sha1_base64="jSQ2VV2Ez5Nlj1bTzAnCB5Kltzg=">AAACKnicbVDLSsNAFJ3UV62vqEs3g60gKCWpil0W3bisYB/QhDKZTNqhkwczEyGEfIT/4d6t/oK74taFn+E0DWKrBwbOPede7p3jRIwKaRhTrbSyura+Ud6sbG3v7O7p+wddEcYckw4OWcj7DhKE0YB0JJWM9CNOkO8w0nMmtzO/90i4oGHwIJOI2D4aBdSjGEklDfWzmiU8aHkc4dTM0mZ2DovqIq9+nEZWG+pVo27kgH+JWZAqKNAe6l+WG+LYJ4HEDAkxMI1I2inikmJGsooVCxIhPEEjMlA0QD4Rdpp/KoMnSnGhF3L1Aglz9fdEinwhEt9RnT6SY7HszcT/vEEsvaad0iCKJQnwfJEXMyhDOEsIupQTLFmiCMKcqlshHiMVg1Q5LmwR0kc84W5WUdGYy0H8Jd1G3bysX903qq2bIqQyOALH4BSY4Bq0wB1ogw7A4Am8gFfwpj1r79pU+5i3lrRi5hAsQPv8BtrLpvQ=</latexit>

1
8 ,

3
4 ,

1
8

<latexit sha1_base64="xYyMeO8dudHkN/VhnLnKSKdwfR4=">AAACKnicbZDLSsNAFIYnXmu9RV26GWwFwVKSWrHLohuXFewFmlAmk0k7dHJhZiKEkIfwPdy71VdwV9y68DGctln04oGBf/7/HM7M50SMCmkYE21jc2t7Z7ewV9w/ODw61k9OOyKMOSZtHLKQ9xwkCKMBaUsqGelFnCDfYaTrjB+mefeFcEHD4FkmEbF9NAyoRzGSyhro12VLeNDyOMKpmaWNrALz202W1rPKQlIe6CWjaswKrgszFyWQV2ug/1puiGOfBBIzJETfNCJpp4hLihnJilYsSITwGA1JX8kA+UTY6exTGbxUjgu9kKsTSDhzFydS5AuR+I7q9JEcidVsav6X9WPpNeyUBlEsSYDni7yYQRnCKSHoUk6wZIkSCHOq3grxCCkMUnFc2iKkj3jC3ayo0JirINZFp1Y169Xbp1qpeZ9DKoBzcAGugAnuQBM8ghZoAwxewTv4AJ/am/alTbTveeuGls+cgaXSfv4A3dOm9g==</latexit>

7
8 , 0,

1
8

<latexit sha1_base64="SvRUBGX0qDXbWpBcS8mIlGicsEo=">AAACIHicbVC7TsMwFHV4lvIKMLIYWiSGqkoqUDtWsDAWiT6kJqocx2mtOg/ZDlIUZeY/2FnhF9gQI3wBn4HTZqAtR7J07jn36l4fJ2JUSMP40tbWNza3tks75d29/YND/ei4J8KYY9LFIQv5wEGCMBqQrqSSkUHECfIdRvrO9Db3+4+ECxoGDzKJiO2jcUA9ipFU0kg/q1rCg5bHEU6bWdrKahAatXlt5nV1pFeMujEDXCVmQSqgQGek/1huiGOfBBIzJMTQNCJpp4hLihnJylYsSITwFI3JUNEA+UTY6ewrGbxQigu9kKsXSDhT/06kyBci8R3V6SM5EcteLv7nDWPpteyUBlEsSYDni7yYQRnCPBfoUk6wZIkiCHOqboV4glQMUqW3sEVIH/GEu1lZRWMuB7FKeo26eVW/vm9U2jdFSCVwCs7BJTBBE7TBHeiALsDgCbyAV/CmPWvv2of2OW9d04qZE7AA7fsXTsGieQ==</latexit>

0, 1
2 ,

1
2

<latexit sha1_base64="vgXeXQ7V/3Hc/CoM50IWu1D287c=">AAACHnicbZDLSsNAFIYn9VbrLerShYOt4EJKUhRdFt24rGAv0IQymUzaoZNJmJkIIWTpe7h3q6/gTtzqG/gYTtss2uoPAz//OYdz5vNiRqWyrG+jtLK6tr5R3qxsbe/s7pn7Bx0ZJQKTNo5YJHoekoRRTtqKKkZ6sSAo9BjpeuPbSb37SISkEX9QaUzcEA05DShGSkcD87jmyABa504gEM7sPGvk8742MKtW3ZoK/jV2YaqgUGtg/jh+hJOQcIUZkrJvW7FyMyQUxYzkFSeRJEZ4jIakry1HIZFuNv1IDk914sMgEvpxBafp/ESGQinT0NOdIVIjuVybhP/V+okKrt2M8jhRhOPZoiBhUEVwQgX6VBCsWKoNwoLqWyEeIY1BaXYLW6QKkUiFn1c0GnsZxF/TadTti/rlfaPavCkglcEROAFnwAZXoAnuQAu0AQZP4AW8gjfj2Xg3PozPWWvJKGYOwYKMr19rnqIT</latexit>

1, 0, 0

<latexit sha1_base64="oov05KtV1EVOFXkIFLQ6jNtGbKU=">AAACCHicbVDLSsNAFJ3UV62vqks3g63gopSkKLosunFZwT4gDWUymbRD5xFmJkIo/QH3bvUX3Ilb/8I/8DOctllo64ELh3Pu5d57woRRbVz3yymsrW9sbhW3Szu7e/sH5cOjjpapwqSNJZOqFyJNGBWkbahhpJcognjISDcc38787iNRmkrxYLKEBBwNBY0pRsZKfrWvY+jV3JpbHZQrbt2dA64SLycVkKM1KH/3I4lTToTBDGnte25igglShmJGpqV+qkmC8BgNiW+pQJzoYDI/eQrPrBLBWCpbwsC5+ntigrjWGQ9tJ0dmpJe9mfif56cmvg4mVCSpIQIvFsUpg0bC2f8woopgwzJLEFbU3grxCCmEjU3pzxZtOFKZiqYlG423HMQq6TTq3kX98r5Rad7kIRXBCTgF58ADV6AJ7kALtAEGEjyDF/DqPDlvzrvzsWgtOPnMMfgD5/MHVieY5Q==</latexit>

0, 1, 0

<latexit sha1_base64="/mr/Wp738C0/qrUGv20dU96cLJM=">AAACCHicbVDLSsNAFJ3UV62vqks3g63gopSkKLosunFZwT4gDWUymbRD5xFmJkIo/QH3bvUX3Ilb/8I/8DOctllo64ELh3Pu5d57woRRbVz3yymsrW9sbhW3Szu7e/sH5cOjjpapwqSNJZOqFyJNGBWkbahhpJcognjISDcc38787iNRmkrxYLKEBBwNBY0pRsZKfrWvY+jWvJpbHZQrbt2dA64SLycVkKM1KH/3I4lTToTBDGnte25igglShmJGpqV+qkmC8BgNiW+pQJzoYDI/eQrPrBLBWCpbwsC5+ntigrjWGQ9tJ0dmpJe9mfif56cmvg4mVCSpIQIvFsUpg0bC2f8woopgwzJLEFbU3grxCCmEjU3pzxZtOFKZiqYlG423HMQq6TTq3kX98r5Rad7kIRXBCTgF58ADV6AJ7kALtAEGEjyDF/DqPDlvzrvzsWgtOPnMMfgD5/MHViWY5Q==</latexit>

b b b

s1 s2s0



Algorithmic Approach
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Filtering

Too expensive 
Needs to track  

exponential number of beliefs.

Filtering with 
Convex Hull

Only tracks vertices  
of the convex hull. 

Reduces number of beliefs  
dramatically

Unrolling with 
Model checking

Unroll MDP by  
the length of the trace then compute  
conditional reachability probability.  

Runs in polynomial time



Unrolling with Model Checking

24

Idea: 
-  Incorporate risk and observation probabilities as part of the transition relation 
-  Unroll MDP by the length of the observation trace  
-  Compute maximal conditional reachability probability on unrolled MDP [C. Baier et al. TACAS 2014]

Initial MDP

Polynomial in 
initial MDP

1
2

<latexit sha1_base64="7kViXGAFWXVu27G7mvK7tqnQ+TM=">AAACEHicbZDLSsNAFIYn9VbrLdWlm8FWcFWSouiy6MZlBXuBJpTJdNIOnZmEmYkSQl7CvVt9BXfi1jfwDXwMp20W2vrDgZ//nMM5fEHMqNKO82WV1tY3NrfK25Wd3b39A7t62FVRIjHp4IhFsh8gRRgVpKOpZqQfS4J4wEgvmN7M+r0HIhWNxL1OY+JzNBY0pBhpEw3tat1TIfRCiXDm5lkzrw/tmtNw5oKrxi1MDRRqD+1vbxThhBOhMUNKDVwn1n6GpKaYkbziJYrECE/RmAyMFYgT5Wfz13N4apIRDCNpSmg4T39vZIgrlfLATHKkJ2q5Nwv/6w0SHV75GRVxoonAi0NhwqCO4IwDHFFJsGapMQhLan6FeIIMBm1o/bmiNEcylaO8YtC4yyBWTbfZcM8bF3fNWuu6gFQGx+AEnAEXXIIWuAVt0AEYPIJn8AJerSfrzXq3PhajJavYOQJ/ZH3+ADp4nLQ=</latexit>

1
2

<latexit sha1_base64="7kViXGAFWXVu27G7mvK7tqnQ+TM=">AAACEHicbZDLSsNAFIYn9VbrLdWlm8FWcFWSouiy6MZlBXuBJpTJdNIOnZmEmYkSQl7CvVt9BXfi1jfwDXwMp20W2vrDgZ//nMM5fEHMqNKO82WV1tY3NrfK25Wd3b39A7t62FVRIjHp4IhFsh8gRRgVpKOpZqQfS4J4wEgvmN7M+r0HIhWNxL1OY+JzNBY0pBhpEw3tat1TIfRCiXDm5lkzrw/tmtNw5oKrxi1MDRRqD+1vbxThhBOhMUNKDVwn1n6GpKaYkbziJYrECE/RmAyMFYgT5Wfz13N4apIRDCNpSmg4T39vZIgrlfLATHKkJ2q5Nwv/6w0SHV75GRVxoonAi0NhwqCO4IwDHFFJsGapMQhLan6FeIIMBm1o/bmiNEcylaO8YtC4yyBWTbfZcM8bF3fNWuu6gFQGx+AEnAEXXIIWuAVt0AEYPIJn8AJerSfrzXq3PhajJavYOQJ/ZH3+ADp4nLQ=</latexit>

s0

s1

◆ = {s0, s1 7! 1
2}

<latexit sha1_base64="/1JfzGsejgNHuau8PO5VQWbZy4w="></latexit>

r(s0) = 1, r(s1) = 2

<latexit sha1_base64="hFakz8lDrbRuYroVoRW8RQFqT3E=">AAACGHicbZDLSsNAFIYn9VbrLepK3Ay2QgtSkqLoplB047KCvUAbwmQyqUMnF2YmQgjF93DvVl/Bnbh15xv4GE7TLGzrDwMf/zmHc+Z3IkaFNIxvrbCyura+UdwsbW3v7O7p+wddEcYckw4OWcj7DhKE0YB0JJWM9CNOkO8w0nPGN9N675FwQcPgXiYRsXw0CqhHMZLKsvWjylB4kFeFbdSa5llGZg02GxVbLxt1IxNcBjOHMsjVtvWfoRvi2CeBxAwJMTCNSFop4pJiRialYSxIhPAYjchAYYB8Iqw0+8IEnirHhV7I1QskzNy/EynyhUh8R3X6SD6IxdrU/K82iKV3ZaU0iGJJAjxb5MUMyhBO84Au5QRLlihAmFN1K8QPiCMsVWpzW4T0EU+4OympaMzFIJah26ib5/WLu0a5dZ2HVATH4ARUgQkuQQvcgjboAAyewAt4BW/as/aufWifs9aCls8cgjlpX79lsp2N</latexit>

⇒

Encode observations 
probabilities as part as 
the transition function

1
4

<latexit sha1_base64="3XJBL5mrvtdwQGfSdQRsbYUMLiw=">AAACEHicbZDLSsNAFIYn9VbrLdWlm8FWcFWSUtFl0Y3LCvYCTSiTyaQdOpmEmYkSQl7CvVt9BXfi1jfwDXwMp20WtvWHAz//OYdz+LyYUaks69sobWxube+Udyt7+weHR2b1uCejRGDSxRGLxMBDkjDKSVdRxcggFgSFHiN9b3o76/cfiZA04g8qjYkbojGnAcVI6WhkVuuODKATCIQzO89aeX1k1qyGNRdcN3ZhaqBQZ2T+OH6Ek5BwhRmScmhbsXIzJBTFjOQVJ5EkRniKxmSoLUchkW42fz2H5zrxYRAJXVzBefp3I0OhlGno6ckQqYlc7c3C/3rDRAXXbkZ5nCjC8eJQkDCoIjjjAH0qCFYs1QZhQfWvEE+QxqA0raUrUoVIpMLPKxqNvQpi3fSaDbvVuLxv1to3BaQyOAVn4ALY4Aq0wR3ogC7A4Am8gFfwZjwb78aH8bkYLRnFzglYkvH1Cz2wnLY=</latexit>

3
4

<latexit sha1_base64="vRlsLFYNBTJntfuCbvAV4uoA5YM=">AAACEHicbZDLSsNAFIYnXmu9pbp0M9gKrkpSK7osunFZwV6gCWUymbRDJ5MwM1FCyEu4d6uv4E7c+ga+gY/htM3Ctv5w4Oc/53AOnxczKpVlfRtr6xubW9ulnfLu3v7BoVk56sooEZh0cMQi0feQJIxy0lFUMdKPBUGhx0jPm9xO+71HIiSN+INKY+KGaMRpQDFSOhqalZojA+gEAuHsIs+aeW1oVq26NRNcNXZhqqBQe2j+OH6Ek5BwhRmScmBbsXIzJBTFjORlJ5EkRniCRmSgLUchkW42ez2HZzrxYRAJXVzBWfp3I0OhlGno6ckQqbFc7k3D/3qDRAXXbkZ5nCjC8fxQkDCoIjjlAH0qCFYs1QZhQfWvEI+RxqA0rYUrUoVIpMLPyxqNvQxi1XQbdbtZv7xvVFs3BaQSOAGn4BzY4Aq0wB1ogw7A4Am8gFfwZjwb78aH8TkfXTOKnWOwIOPrF0DunLg=</latexit>

s11

s12

s0

>

<latexit sha1_base64="Me2Xe9ub8AmSAVedg04rjEHq+2k=">AAACA3icbVDLSsNAFJ3UV62vqks3wVZwVZKi6LLoxmUF+4A2lMlk0o6dmYSZGyGELt271V9wJ279EP/Az3DaZmFbD1w4nHMv997jx5xpcJxvq7C2vrG5Vdwu7ezu7R+UD4/aOkoUoS0S8Uh1fawpZ5K2gAGn3VhRLHxOO/74dup3nqjSLJIPkMbUE3goWcgIBiO1q32I4uqgXHFqzgz2KnFzUkE5moPyTz+ISCKoBMKx1j3XicHLsAJGOJ2U+ommMSZjPKQ9QyUWVHvZ7NqJfWaUwA4jZUqCPVP/TmRYaJ0K33QKDCO97E3F/7xeAuG1lzEZJ0AlmS8KE25DZE9ftwOmKAGeGoKJYuZWm4ywwgRMQAtbNAisUhVMSiYadzmIVdKu19yL2uV9vdK4yUMqohN0is6Ri65QA92hJmohgh7RC3pFb9az9W59WJ/z1oKVzxyjBVhfv64mmCQ=</latexit>

>

<latexit sha1_base64="Me2Xe9ub8AmSAVedg04rjEHq+2k=">AAACA3icbVDLSsNAFJ3UV62vqks3wVZwVZKi6LLoxmUF+4A2lMlk0o6dmYSZGyGELt271V9wJ279EP/Az3DaZmFbD1w4nHMv997jx5xpcJxvq7C2vrG5Vdwu7ezu7R+UD4/aOkoUoS0S8Uh1fawpZ5K2gAGn3VhRLHxOO/74dup3nqjSLJIPkMbUE3goWcgIBiO1q32I4uqgXHFqzgz2KnFzUkE5moPyTz+ISCKoBMKx1j3XicHLsAJGOJ2U+ommMSZjPKQ9QyUWVHvZ7NqJfWaUwA4jZUqCPVP/TmRYaJ0K33QKDCO97E3F/7xeAuG1lzEZJ0AlmS8KE25DZE9ftwOmKAGeGoKJYuZWm4ywwgRMQAtbNAisUhVMSiYadzmIVdKu19yL2uV9vdK4yUMqohN0is6Ri65QA92hJmohgh7RC3pFb9az9W59WJ/z1oKVzxyjBVhfv64mmCQ=</latexit>

1
2

<latexit sha1_base64="7kViXGAFWXVu27G7mvK7tqnQ+TM=">AAACEHicbZDLSsNAFIYn9VbrLdWlm8FWcFWSouiy6MZlBXuBJpTJdNIOnZmEmYkSQl7CvVt9BXfi1jfwDXwMp20W2vrDgZ//nMM5fEHMqNKO82WV1tY3NrfK25Wd3b39A7t62FVRIjHp4IhFsh8gRRgVpKOpZqQfS4J4wEgvmN7M+r0HIhWNxL1OY+JzNBY0pBhpEw3tat1TIfRCiXDm5lkzrw/tmtNw5oKrxi1MDRRqD+1vbxThhBOhMUNKDVwn1n6GpKaYkbziJYrECE/RmAyMFYgT5Wfz13N4apIRDCNpSmg4T39vZIgrlfLATHKkJ2q5Nwv/6w0SHV75GRVxoonAi0NhwqCO4IwDHFFJsGapMQhLan6FeIIMBm1o/bmiNEcylaO8YtC4yyBWTbfZcM8bF3fNWuu6gFQGx+AEnAEXXIIWuAVt0AEYPIJn8AJerSfrzXq3PhajJavYOQJ/ZH3+ADp4nLQ=</latexit>

1
2

<latexit sha1_base64="7kViXGAFWXVu27G7mvK7tqnQ+TM=">AAACEHicbZDLSsNAFIYn9VbrLdWlm8FWcFWSouiy6MZlBXuBJpTJdNIOnZmEmYkSQl7CvVt9BXfi1jfwDXwMp20W2vrDgZ//nMM5fEHMqNKO82WV1tY3NrfK25Wd3b39A7t62FVRIjHp4IhFsh8gRRgVpKOpZqQfS4J4wEgvmN7M+r0HIhWNxL1OY+JzNBY0pBhpEw3tat1TIfRCiXDm5lkzrw/tmtNw5oKrxi1MDRRqD+1vbxThhBOhMUNKDVwn1n6GpKaYkbziJYrECE/RmAyMFYgT5Wfz13N4apIRDCNpSmg4T39vZIgrlfLATHKkJ2q5Nwv/6w0SHV75GRVxoonAi0NhwqCO4IwDHFFJsGapMQhLan6FeIIMBm1o/bmiNEcylaO8YtC4yyBWTbfZcM8bF3fNWuu6gFQGx+AEnAEXXIIWuAVt0AEYPIJn8AJerSfrzXq3PhajJavYOQJ/ZH3+ADp4nLQ=</latexit>

1

<latexit sha1_base64="74K71K+A4ds4QLGRsrOvrd/vZpo=">AAACBHicbVDLSgNBEOz1GeMr6tHLYCJ4CrtB0WPQi8cI5gHJEmZnZ5MhM7PLzKwQlly9e9Vf8CZe/Q//wM9wkuzBJBY0FFXddHcFCWfauO63s7a+sbm1Xdgp7u7tHxyWjo5bOk4VoU0S81h1AqwpZ5I2DTOcdhJFsQg4bQeju6nffqJKs1g+mnFCfYEHkkWMYGOldqWnI+RV+qWyW3VnQKvEy0kZcjT6pZ9eGJNUUGkIx1p3PTcxfoaVYYTTSbGXappgMsID2rVUYkG1n83OnaBzq4QoipUtadBM/TuRYaH1WAS2U2Az1MveVPzP66YmuvEzJpPUUEnmi6KUIxOj6e8oZIoSw8eWYKKYvRWRIVaYGJvQwhZtBFZjFU6KNhpvOYhV0qpVvcvq1UOtXL/NQyrAKZzBBXhwDXW4hwY0gcAIXuAV3pxn5935cD7nrWtOPnMCC3C+fgGSxZgF</latexit>

Unroll by the length of 
observation trace and compute 
maximal reachability probability 

⇒

s0
0 s1

0

s0
11 s1

11

s0
12 s1

12

|       | = 2 unroll once⇒b b 
r0(s0) =

1
2 , r

0(s1) =
2
2

<latexit sha1_base64="HiDq+jYfTuIS4OCdnMfXWAwsjJg="></latexit>

Normalize risk:
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Bench MDP size MDP 
 transitions Trace length

Filtering Unrolling w model checking

Rate % Avg # Beliefs Rate % Avg size Max size

Airport A 20232 106012
100 0 - 100 556 629

500 0 - 100 1460 1647

Airport B 20910 114143
100 0 - 100 524 599

500 0 - 100 1075 1258

Airport C 41820 308474
100 0 - 100 1000 1183

500 0 - 22 2097 2297

Refuel A 45073 2431691
100 2 1473 100 325 409

500 2 1873 100 1071 2409

Refuel B 90154 9725277
100 0 - 100 608 732

500 0 - 92 2171 4688

Evade I 377101 2022295
100 26 2055 98 332 363

500 4 20524 90 1655 1891

Evade V A 1001 5318
100 26 274 100 134 241

500 26 674 100 538 671

Evade V B 2161 11817
100 0 - 100 319 861

500 0 - 98 777 1484

Success rate: percentage of traces where no 
monitoring step was delayed by more than 1secExperiments
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Bench MDP size MDP 
 transitions Trace length

Filtering Unrolling w model checking

Rate % Avg # Beliefs Rate % Avg size Max size
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500 0 - 22 2097 2297
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Evade I 377101 2022295
100 26 2055 98 332 363

500 4 20524 90 1655 1891
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100 26 274 100 134 241
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Evade V B 2161 11817
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Success rate: percentage of traces where no 
monitoring step was delayed by more than 1secExperiments



Learning robust uncertainty models
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Skurka, van der Maas, Junges, Torfah. AAMAS 2026



Learning monitors under uncertainty
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Monitor

Controller

Sensors

ML …

<latexit sha1_base64="8/SlQOfiYClNQPBA4SJh+gYDcBA=">AAACAHicdVDJSgNBEO2JW4xb1IMHL42J4GnoGbccg7l4jGCikITQ0+lJmvQsdNeIYZiLv+LFgyJe/Qxv/o2dDVT0QcHjvSqq6nmxFBoI+bRyC4tLyyv51cLa+sbmVnF7p6mjRDHeYJGM1K1HNZci5A0QIPltrDgNPMlvvGFt7N/ccaVFFF7DKOadgPZD4QtGwUjd4l65DfwetJ82s+6c1rJyt1giNnHPHecUE9s9dlz32JAT13ErBDs2maCEZqh3ix/tXsSSgIfAJNW65ZAYOilVIJjkWaGdaB5TNqR93jI0pAHXnXTyQIYPjdLDfqRMhYAn6veJlAZajwLPdAYUBvq3Nxb/8loJ+JVOKsI4AR6y6SI/kRgiPE4D94TiDOTIEMqUMLdiNqCKMjCZFUwI80/x/6Tp2s6ZTa7cUvViFkce7aMDdIQcdI6q6BLVUQMxlKFH9IxerAfryXq13qatOWs2s4t+wHr/Alo6luY=</latexit>

VC

<latexit sha1_base64="BpA3bzKDWogv3T6PVp3OpudwizY=">AAACAHicdVDLSgNBEJyN7/ha9eDBy2AUPC2z6yvHoAgeFUwiJEuYncwmQ2YfzPSKYdmLv+LFgyJe/Qxv/o2TGEFFCxqKqm66u4JUCg2EvFulqemZ2bn5hfLi0vLKqr223tBJphivs0Qm6jqgmksR8zoIkPw6VZxGgeTNYHA68ps3XGmRxFcwTLkf0V4sQsEoGKljb+60gd+CDvNG0fmiZ8VOx64Qh3jHrnuIiePtu563b8iB53pVgl2HjFFBE1x07Ld2N2FZxGNgkmrdckkKfk4VCCZ5UW5nmqeUDWiPtwyNacS1n48fKPCuUbo4TJSpGPBY/T6R00jrYRSYzohCX//2RuJfXiuDsOrnIk4z4DH7XBRmEkOCR2ngrlCcgRwaQpkS5lbM+lRRBiazsgnh61P8P2l4jnvkkEuvUjuZxDGPttA22kMuOkY1dI4uUB0xVKB79IierDvrwXq2Xj5bS9ZkZgP9gPX6AV1Glug=</latexit>

VE

Environment

Spec

Verdict
<latexit sha1_base64="KhiT7enPl1+E1ZXO/dCt9i94ILY=">AAACAnicdVDJSgNBEO1xjXEb9SReGhPB0zAziSbHoBePEcwCSQg9nZ6kSc9Cd40YhuDFX/HiQRGvfoU3/8bOBir6oODxXhVV9bxYcAW2/WksLa+srq1nNrKbW9s7u+befl1FiaSsRiMRyaZHFBM8ZDXgIFgzlowEnmANb3g58Ru3TCoehTcwilknIP2Q+5wS0FLXPMy3gd2B8tP6uLugkafG+a6Zsy3bLTnOGbYtt+C4bkGTouu4ZRs7lj1FDs1R7Zof7V5Ek4CFQAVRquXYMXRSIoFTwcbZdqJYTOiQ9FlL05AETHXS6QtjfKKVHvYjqSsEPFW/T6QkUGoUeLozIDBQv72J+JfXSsAvd1IexgmwkM4W+YnAEOFJHrjHJaMgRpoQKrm+FdMBkYSCTi2rQ1h8iv8ndddyzq3itZurXMzjyKAjdIxOkYNKqIKuUBXVEEX36BE9oxfjwXgyXo23WeuSMZ85QD9gvH8BP0aX/w==</latexit>

Vobs

?

Let: 
<latexit sha1_base64="4h6JCb39c0zu5M+sPy143VelWbg=">AAACB3icbZDLSsNAFIYnXmu9RV0KMtgKrkrSRXUjFIvgsoK9QBPCZDpph04mYWYilJCdG1/FjQtF3PoK7nwbJ20W2vrDwMd/zuHM+f2YUaks69tYWV1b39gsbZW3d3b39s2Dw66MEoFJB0csEn0fScIoJx1FFSP9WBAU+oz0/Ekrr/ceiJA04vdqGhM3RCNOA4qR0pZnnlQdGcCul8qpzOCVphvo4CTOrVZW9cyKVbNmgstgF1ABhdqe+eUMI5yEhCvMkJQD24qVmyKhKGYkKzuJJDHCEzQiA40chUS66eyODJ5pZwiDSOjHFZy5vydSFEo5DX3dGSI1lou13PyvNkhUcOmmlMeJIhzPFwUJgyqCeShwSAXBik01ICyo/ivEYyQQVjq6sg7BXjx5Gbr1mt2oNe7qleZ1EUcJHINTcA5scAGa4Ba0QQdg8AiewSt4M56MF+Pd+Ji3rhjFzBH4I+PzB4YLl9Q=</latexit>

Vsys = VE [ VC and denote the set of valuations over the variables  
<latexit sha1_base64="J51wbQVC+SDLjzp7WrUoPIuEJQ4=">AAAB/3icbZC7TsMwFIYdrqXcAkgsLBYtEgOqkg6FsYKFsUj0IrVR5LhOa9WxI9tBikIGXoWFAYRYeQ023gan7QAtv2Tp03/O0Tn+g5hRpR3n21pZXVvf2Cxtlbd3dvf27YPDjhKJxKSNBROyFyBFGOWkralmpBdLgqKAkW4wuSnq3QciFRX8Xqcx8SI04jSkGGlj+fZxdaBC2PEzlar8ogARqLzq2xWn5kwFl8GdQwXM1fLtr8FQ4CQiXGOGlOq7Tqy9DElNMSN5eZAoEiM8QSPSN8hRRJSXTe/P4ZlxhjAU0jyu4dT9PZGhSKk0CkxnhPRYLdYK879aP9HhlZdRHieacDxbFCYMagGLMOCQSoI1Sw0gLKm5FeIxkghrE1nZhOAufnkZOvWa26g17uqV5vU8jhI4AafgHLjgEjTBLWiBNsDgETyDV/BmPVkv1rv1MWtdseYzR+CPrM8f/nCVdg==</latexit>

Vsys,Vobs
<latexit sha1_base64="yd+gT2Ozt1BEnn2GzMVVKzSxT80=">AAACCXicbVC7TsMwFHXKq5RXgJHFokViQFXSoTBWsDAWQR9SE0WO67RWnTiyHaQoysrCr7AwgBArf8DG3+C2EYKWI13p+Jx75XuPHzMqlWV9GaWV1bX1jfJmZWt7Z3fP3D/oSp4ITDqYMy76PpKE0Yh0FFWM9GNBUOgz0vMnV1O/d0+EpDy6U2lM3BCNIhpQjJSWPBPWHBlA55aOQuRlMpX52c+L+zKveWbVqlszwGViF6QKCrQ989MZcpyEJFKYISkHthUrN0NCUcxIXnESSWKEJ2hEBppGKCTSzWaX5PBEK0MYcKErUnCm/p7IUChlGvq6M0RqLBe9qfifN0hUcOFmNIoTRSI8/yhIGFQcTmOBQyoIVizVBGFB9a4Qj5FAWOnwKjoEe/HkZdJt1O1mvXnTqLYuizjK4Agcg1Ngg3PQAtegDToAgwfwBF7Aq/FoPBtvxvu8tWQUM4fgD4yPb8lOmcg=</latexit>

⌃sys,⌃obs

Problem Statement: Given a distribution                              , a mapping                                            , a risk 
function                          , and a constant     , learn a monitor       such that:  

<latexit sha1_base64="HbeP0FbA4gUFpgO+t3tzzMeo5Ks=">AAACEnicbVC7TgJBFJ31ifhCLW0mgglYkF0KtCRqYYlRHgmLZHaYhQmzs5uZu0ay4Rts/BUbC42xtbLzbxwehYInucnJOffm3nu8SHANtv1tLS2vrK6tpzbSm1vbO7uZvf26DmNFWY2GIlRNj2gmuGQ14CBYM1KMBJ5gDW9wMfYb90xpHspbGEasHZCe5D6nBIzUyRRyrvZxF7tcYhfYA2g/uTRrR3n3hvcC0kn0UI/uTgq5TiZrF+0J8CJxZiSLZqh2Ml9uN6RxwCRQQbRuOXYE7YQo4FSwUdqNNYsIHZAeaxkqScB0O5m8NMLHRuliP1SmJOCJ+nsiIYHWw8AznQGBvp73xuJ/XisG/6ydcBnFwCSdLvJjgSHE43xwlytGQQwNIVRxcyumfaIIBZNi2oTgzL+8SOqlolMulq9L2cr5LI4UOkRHKI8cdIoq6ApVUQ1R9Iie0St6s56sF+vd+pi2LlmzmQP0B9bnDxp7nSQ=</latexit>

d 2 Dist(⌃⇤
sys)

<latexit sha1_base64="XPkpJ0VtqIq2LE0mRm/yeaQMgLw="></latexit>

µ : ⌃⇤
sys ! Dist(⌃⇤

obs)
<latexit sha1_base64="TaFYO2x8oCmjDQ9e2yQaECjTHNo=">AAACG3icbVC7TsMwFHXKq5RXgJHFokVCDFXSoTBWsDCWRx9SUyrHdVqrjh3ZDiiK+h8s/AoLAwgxITHwNzhtB2g5kqWjc+69vvf4EaNKO863lVtaXlldy68XNja3tnfs3b2mErHEpIEFE7LtI0UY5aShqWakHUmCQp+Rlj+6yPzWPZGKCn6rk4h0QzTgNKAYaSP17ErJUwGUXjaJQ++GDkLUS1Wixncn0JN0MNRISvEAvRDpoe/D61LPLjplZwK4SNwZKYIZ6j370+sLHIeEa8yQUh3XiXQ3RVJTzMi44MWKRAiP0IB0DOUoJKqbTm4bwyOj9GEgpHlcw4n6uyNFoVJJ6JvKbEM172Xif14n1sFZN6U8ijXhePpREDOoBcyCgn0qCdYsMQRhSc2uEA+RRFibOAsmBHf+5EXSrJTdarl6VSnWzmdx5MEBOATHwAWnoAYuQR00AAaP4Bm8gjfryXqx3q2PaWnOmvXsgz+wvn4AUj+g+g==</latexit>

r : ⌃⇤
sys ! R

<latexit sha1_base64="sHOjvSvM6qN/LCI3kG43WEDiqlY=">AAAB9HicbVDLTsJAFL3FF+ILdelmIpi4Ii0LdEl04xITeSS0IdPpFCZMp2VmSkIavsONC41x68e4828coAsFTzLJyTnn5t45fsKZ0rb9bRW2tnd294r7pYPDo+OT8ulZR8WpJLRNYh7Lno8V5UzQtmaa014iKY58Trv++H7hd6dUKhaLJz1LqBfhoWAhI1gbyau6KkQuN/kAVwflil2zl0CbxMlJBXK0BuUvN4hJGlGhCcdK9R070V6GpWaE03nJTRVNMBnjIe0bKnBElZctj56jK6MEKIyleUKjpfp7IsORUrPIN8kI65Fa9xbif14/1eGtlzGRpJoKsloUphzpGC0aQAGTlGg+MwQTycytiIywxESbnkqmBGf9y5ukU685jVrjsV5p3uV1FOECLuEaHLiBJjxAC9pAYALP8Apv1tR6sd6tj1W0YOUz5/AH1ucPoQuRXw==</latexit>

�
<latexit sha1_base64="MTsI+fK1ICC3Ci1TFdieG6TENbQ=">AAAB7nicbVA9SwNBEJ2LXzF+RS1tFhPBKtyliJZBGxshgvmA5Ah7m7lkyd7esbsnhJAfYWOhiK2/x85/4ya5QhMfDDzem2FmXpAIro3rfju5jc2t7Z38bmFv/+DwqHh80tJxqhg2WSxi1QmoRsElNg03AjuJQhoFAtvB+Hbut59QaR7LRzNJ0I/oUPKQM2qs1C73dEjuy/1iya24C5B14mWkBBka/eJXbxCzNEJpmKBadz03Mf6UKsOZwFmhl2pMKBvTIXYtlTRC7U8X587IhVUGJIyVLWnIQv09MaWR1pMosJ0RNSO96s3F/7xuasJrf8plkhqUbLkoTAUxMZn/TgZcITNiYgllittbCRtRRZmxCRVsCN7qy+ukVa14tUrtoVqq32Rx5OEMzuESPLiCOtxBA5rAYAzP8ApvTuK8OO/Ox7I152Qzp/AHzucP/cWOsw==</latexit>

M
<latexit sha1_base64="Cqa9Bi67NdZEg1GykmT2paZswNQ="></latexit>

→ωobs. M(ωobs) ↑
∑

ωsys→!→
sys
d(ωsys) · µ(ωsys)(ωobs) · r(ωsys) > ε



Learning monitors under uncertainty

29

Let: 
<latexit sha1_base64="4h6JCb39c0zu5M+sPy143VelWbg=">AAACB3icbZDLSsNAFIYnXmu9RV0KMtgKrkrSRXUjFIvgsoK9QBPCZDpph04mYWYilJCdG1/FjQtF3PoK7nwbJ20W2vrDwMd/zuHM+f2YUaks69tYWV1b39gsbZW3d3b39s2Dw66MEoFJB0csEn0fScIoJx1FFSP9WBAU+oz0/Ekrr/ceiJA04vdqGhM3RCNOA4qR0pZnnlQdGcCul8qpzOCVphvo4CTOrVZW9cyKVbNmgstgF1ABhdqe+eUMI5yEhCvMkJQD24qVmyKhKGYkKzuJJDHCEzQiA40chUS66eyODJ5pZwiDSOjHFZy5vydSFEo5DX3dGSI1lou13PyvNkhUcOmmlMeJIhzPFwUJgyqCeShwSAXBik01ICyo/ivEYyQQVjq6sg7BXjx5Gbr1mt2oNe7qleZ1EUcJHINTcA5scAGa4Ba0QQdg8AiewSt4M56MF+Pd+Ji3rhjFzBH4I+PzB4YLl9Q=</latexit>

Vsys = VE [ VC and denote the set of valuations over the variables  
<latexit sha1_base64="J51wbQVC+SDLjzp7WrUoPIuEJQ4=">AAAB/3icbZC7TsMwFIYdrqXcAkgsLBYtEgOqkg6FsYKFsUj0IrVR5LhOa9WxI9tBikIGXoWFAYRYeQ023gan7QAtv2Tp03/O0Tn+g5hRpR3n21pZXVvf2Cxtlbd3dvf27YPDjhKJxKSNBROyFyBFGOWkralmpBdLgqKAkW4wuSnq3QciFRX8Xqcx8SI04jSkGGlj+fZxdaBC2PEzlar8ogARqLzq2xWn5kwFl8GdQwXM1fLtr8FQ4CQiXGOGlOq7Tqy9DElNMSN5eZAoEiM8QSPSN8hRRJSXTe/P4ZlxhjAU0jyu4dT9PZGhSKk0CkxnhPRYLdYK879aP9HhlZdRHieacDxbFCYMagGLMOCQSoI1Sw0gLKm5FeIxkghrE1nZhOAufnkZOvWa26g17uqV5vU8jhI4AafgHLjgEjTBLWiBNsDgETyDV/BmPVkv1rv1MWtdseYzR+CPrM8f/nCVdg==</latexit>

Vsys,Vobs
<latexit sha1_base64="yd+gT2Ozt1BEnn2GzMVVKzSxT80=">AAACCXicbVC7TsMwFHXKq5RXgJHFokViQFXSoTBWsDAWQR9SE0WO67RWnTiyHaQoysrCr7AwgBArf8DG3+C2EYKWI13p+Jx75XuPHzMqlWV9GaWV1bX1jfJmZWt7Z3fP3D/oSp4ITDqYMy76PpKE0Yh0FFWM9GNBUOgz0vMnV1O/d0+EpDy6U2lM3BCNIhpQjJSWPBPWHBlA55aOQuRlMpX52c+L+zKveWbVqlszwGViF6QKCrQ989MZcpyEJFKYISkHthUrN0NCUcxIXnESSWKEJ2hEBppGKCTSzWaX5PBEK0MYcKErUnCm/p7IUChlGvq6M0RqLBe9qfifN0hUcOFmNIoTRSI8/yhIGFQcTmOBQyoIVizVBGFB9a4Qj5FAWOnwKjoEe/HkZdJt1O1mvXnTqLYuizjK4Agcg1Ngg3PQAtegDToAgwfwBF7Aq/FoPBtvxvu8tWQUM4fgD4yPb8lOmcg=</latexit>

⌃sys,⌃obs

Problem Statement: Given a distribution                              , a mapping                                            , a risk 
function                          , and a constant     , find a monitor       such that:  

<latexit sha1_base64="HbeP0FbA4gUFpgO+t3tzzMeo5Ks=">AAACEnicbVC7TgJBFJ31ifhCLW0mgglYkF0KtCRqYYlRHgmLZHaYhQmzs5uZu0ay4Rts/BUbC42xtbLzbxwehYInucnJOffm3nu8SHANtv1tLS2vrK6tpzbSm1vbO7uZvf26DmNFWY2GIlRNj2gmuGQ14CBYM1KMBJ5gDW9wMfYb90xpHspbGEasHZCe5D6nBIzUyRRyrvZxF7tcYhfYA2g/uTRrR3n3hvcC0kn0UI/uTgq5TiZrF+0J8CJxZiSLZqh2Ml9uN6RxwCRQQbRuOXYE7YQo4FSwUdqNNYsIHZAeaxkqScB0O5m8NMLHRuliP1SmJOCJ+nsiIYHWw8AznQGBvp73xuJ/XisG/6ydcBnFwCSdLvJjgSHE43xwlytGQQwNIVRxcyumfaIIBZNi2oTgzL+8SOqlolMulq9L2cr5LI4UOkRHKI8cdIoq6ApVUQ1R9Iie0St6s56sF+vd+pi2LlmzmQP0B9bnDxp7nSQ=</latexit>

d 2 Dist(⌃⇤
sys)

<latexit sha1_base64="XPkpJ0VtqIq2LE0mRm/yeaQMgLw="></latexit>

µ : ⌃⇤
sys ! Dist(⌃⇤

obs)
<latexit sha1_base64="TaFYO2x8oCmjDQ9e2yQaECjTHNo=">AAACG3icbVC7TsMwFHXKq5RXgJHFokVCDFXSoTBWsDCWRx9SUyrHdVqrjh3ZDiiK+h8s/AoLAwgxITHwNzhtB2g5kqWjc+69vvf4EaNKO863lVtaXlldy68XNja3tnfs3b2mErHEpIEFE7LtI0UY5aShqWakHUmCQp+Rlj+6yPzWPZGKCn6rk4h0QzTgNKAYaSP17ErJUwGUXjaJQ++GDkLUS1Wixncn0JN0MNRISvEAvRDpoe/D61LPLjplZwK4SNwZKYIZ6j370+sLHIeEa8yQUh3XiXQ3RVJTzMi44MWKRAiP0IB0DOUoJKqbTm4bwyOj9GEgpHlcw4n6uyNFoVJJ6JvKbEM172Xif14n1sFZN6U8ijXhePpREDOoBcyCgn0qCdYsMQRhSc2uEA+RRFibOAsmBHf+5EXSrJTdarl6VSnWzmdx5MEBOATHwAWnoAYuQR00AAaP4Bm8gjfryXqx3q2PaWnOmvXsgz+wvn4AUj+g+g==</latexit>

r : ⌃⇤
sys ! R

<latexit sha1_base64="sHOjvSvM6qN/LCI3kG43WEDiqlY=">AAAB9HicbVDLTsJAFL3FF+ILdelmIpi4Ii0LdEl04xITeSS0IdPpFCZMp2VmSkIavsONC41x68e4828coAsFTzLJyTnn5t45fsKZ0rb9bRW2tnd294r7pYPDo+OT8ulZR8WpJLRNYh7Lno8V5UzQtmaa014iKY58Trv++H7hd6dUKhaLJz1LqBfhoWAhI1gbyau6KkQuN/kAVwflil2zl0CbxMlJBXK0BuUvN4hJGlGhCcdK9R070V6GpWaE03nJTRVNMBnjIe0bKnBElZctj56jK6MEKIyleUKjpfp7IsORUrPIN8kI65Fa9xbif14/1eGtlzGRpJoKsloUphzpGC0aQAGTlGg+MwQTycytiIywxESbnkqmBGf9y5ukU685jVrjsV5p3uV1FOECLuEaHLiBJjxAC9pAYALP8Apv1tR6sd6tj1W0YOUz5/AH1ucPoQuRXw==</latexit>

�
<latexit sha1_base64="MTsI+fK1ICC3Ci1TFdieG6TENbQ=">AAAB7nicbVA9SwNBEJ2LXzF+RS1tFhPBKtyliJZBGxshgvmA5Ah7m7lkyd7esbsnhJAfYWOhiK2/x85/4ya5QhMfDDzem2FmXpAIro3rfju5jc2t7Z38bmFv/+DwqHh80tJxqhg2WSxi1QmoRsElNg03AjuJQhoFAtvB+Hbut59QaR7LRzNJ0I/oUPKQM2qs1C73dEjuy/1iya24C5B14mWkBBka/eJXbxCzNEJpmKBadz03Mf6UKsOZwFmhl2pMKBvTIXYtlTRC7U8X587IhVUGJIyVLWnIQv09MaWR1pMosJ0RNSO96s3F/7xuasJrf8plkhqUbLkoTAUxMZn/TgZcITNiYgllittbCRtRRZmxCRVsCN7qy+ukVa14tUrtoVqq32Rx5OEMzuESPLiCOtxBA5rAYAzP8ApvTuK8OO/Ox7I152Qzp/AHzucP/cWOsw==</latexit>

M
<latexit sha1_base64="Cqa9Bi67NdZEg1GykmT2paZswNQ="></latexit>

→ωobs. M(ωobs) ↑
∑

ωsys→!→
sys
d(ωsys) · µ(ωsys)(ωobs) · r(ωsys) > ε

<latexit sha1_base64="qHUnH0We6g7txI3XxHvqIR7RRAQ="></latexit>

M→ → argmin
M : !sys↑[0,1]

∑
ωsys↓!→

sys

d(ωsys) · µ(ωsys)(ωobs) · ε(M(ωobs), r(ωsys))

Problem Statement: Let an ideal monitor  ,  a set of admissible monitors , and a distance 
function                                                 , find a monitor  , s.t., 

<latexit sha1_base64="41aj6UYCcZ92+49J1NA4+ySeqck="></latexit>

M→ <latexit sha1_base64="sFf4uKcFymJ9Nx+36GLEMg4eYs8="></latexit>

M
<latexit sha1_base64="MTsI+fK1ICC3Ci1TFdieG6TENbQ=">AAAB7nicbVA9SwNBEJ2LXzF+RS1tFhPBKtyliJZBGxshgvmA5Ah7m7lkyd7esbsnhJAfYWOhiK2/x85/4ya5QhMfDDzem2FmXpAIro3rfju5jc2t7Z38bmFv/+DwqHh80tJxqhg2WSxi1QmoRsElNg03AjuJQhoFAtvB+Hbut59QaR7LRzNJ0I/oUPKQM2qs1C73dEjuy/1iya24C5B14mWkBBka/eJXbxCzNEJpmKBadz03Mf6UKsOZwFmhl2pMKBvTIXYtlTRC7U8X587IhVUGJIyVLWnIQv09MaWR1pMosJ0RNSO96s3F/7xuasJrf8plkhqUbLkoTAUxMZn/TgZcITNiYgllittbCRtRRZmxCRVsCN7qy+ukVa14tUrtoVqq32Rx5OEMzuESPLiCOtxBA5rAYAzP8ApvTuK8OO/Ox7I152Qzp/AHzucP/cWOsw==</latexit>

M
<latexit sha1_base64="uDkjOUGLThsu7w3ezqgHF8e1N9E="></latexit>

ω : (!→
obs → [0, 1])2 → R

<latexit sha1_base64="LenYvM4IdG9CVXRABkSHmSnB7N0="></latexit>

M → argmin
M→→M

ω(M↑,M↓)



Learning monitors under uncertainty
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Let: 
<latexit sha1_base64="4h6JCb39c0zu5M+sPy143VelWbg=">AAACB3icbZDLSsNAFIYnXmu9RV0KMtgKrkrSRXUjFIvgsoK9QBPCZDpph04mYWYilJCdG1/FjQtF3PoK7nwbJ20W2vrDwMd/zuHM+f2YUaks69tYWV1b39gsbZW3d3b39s2Dw66MEoFJB0csEn0fScIoJx1FFSP9WBAU+oz0/Ekrr/ceiJA04vdqGhM3RCNOA4qR0pZnnlQdGcCul8qpzOCVphvo4CTOrVZW9cyKVbNmgstgF1ABhdqe+eUMI5yEhCvMkJQD24qVmyKhKGYkKzuJJDHCEzQiA40chUS66eyODJ5pZwiDSOjHFZy5vydSFEo5DX3dGSI1lou13PyvNkhUcOmmlMeJIhzPFwUJgyqCeShwSAXBik01ICyo/ivEYyQQVjq6sg7BXjx5Gbr1mt2oNe7qleZ1EUcJHINTcA5scAGa4Ba0QQdg8AiewSt4M56MF+Pd+Ji3rhjFzBH4I+PzB4YLl9Q=</latexit>

Vsys = VE [ VC and denote the set of valuations over the variables  
<latexit sha1_base64="J51wbQVC+SDLjzp7WrUoPIuEJQ4=">AAAB/3icbZC7TsMwFIYdrqXcAkgsLBYtEgOqkg6FsYKFsUj0IrVR5LhOa9WxI9tBikIGXoWFAYRYeQ023gan7QAtv2Tp03/O0Tn+g5hRpR3n21pZXVvf2Cxtlbd3dvf27YPDjhKJxKSNBROyFyBFGOWkralmpBdLgqKAkW4wuSnq3QciFRX8Xqcx8SI04jSkGGlj+fZxdaBC2PEzlar8ogARqLzq2xWn5kwFl8GdQwXM1fLtr8FQ4CQiXGOGlOq7Tqy9DElNMSN5eZAoEiM8QSPSN8hRRJSXTe/P4ZlxhjAU0jyu4dT9PZGhSKk0CkxnhPRYLdYK879aP9HhlZdRHieacDxbFCYMagGLMOCQSoI1Sw0gLKm5FeIxkghrE1nZhOAufnkZOvWa26g17uqV5vU8jhI4AafgHLjgEjTBLWiBNsDgETyDV/BmPVkv1rv1MWtdseYzR+CPrM8f/nCVdg==</latexit>

Vsys,Vobs
<latexit sha1_base64="yd+gT2Ozt1BEnn2GzMVVKzSxT80=">AAACCXicbVC7TsMwFHXKq5RXgJHFokViQFXSoTBWsDAWQR9SE0WO67RWnTiyHaQoysrCr7AwgBArf8DG3+C2EYKWI13p+Jx75XuPHzMqlWV9GaWV1bX1jfJmZWt7Z3fP3D/oSp4ITDqYMy76PpKE0Yh0FFWM9GNBUOgz0vMnV1O/d0+EpDy6U2lM3BCNIhpQjJSWPBPWHBlA55aOQuRlMpX52c+L+zKveWbVqlszwGViF6QKCrQ989MZcpyEJFKYISkHthUrN0NCUcxIXnESSWKEJ2hEBppGKCTSzWaX5PBEK0MYcKErUnCm/p7IUChlGvq6M0RqLBe9qfifN0hUcOFmNIoTRSI8/yhIGFQcTmOBQyoIVizVBGFB9a4Qj5FAWOnwKjoEe/HkZdJt1O1mvXnTqLYuizjK4Agcg1Ngg3PQAtegDToAgwfwBF7Aq/FoPBtvxvu8tWQUM4fgD4yPb8lOmcg=</latexit>

⌃sys,⌃obs

Problem Statement: Let an ideal monitor  ,  a set of admissible monitors , and a distance 
function                                                 , find a monitor  , s.t., 

<latexit sha1_base64="41aj6UYCcZ92+49J1NA4+ySeqck="></latexit>

M→ <latexit sha1_base64="sFf4uKcFymJ9Nx+36GLEMg4eYs8="></latexit>

M
<latexit sha1_base64="MTsI+fK1ICC3Ci1TFdieG6TENbQ=">AAAB7nicbVA9SwNBEJ2LXzF+RS1tFhPBKtyliJZBGxshgvmA5Ah7m7lkyd7esbsnhJAfYWOhiK2/x85/4ya5QhMfDDzem2FmXpAIro3rfju5jc2t7Z38bmFv/+DwqHh80tJxqhg2WSxi1QmoRsElNg03AjuJQhoFAtvB+Hbut59QaR7LRzNJ0I/oUPKQM2qs1C73dEjuy/1iya24C5B14mWkBBka/eJXbxCzNEJpmKBadz03Mf6UKsOZwFmhl2pMKBvTIXYtlTRC7U8X587IhVUGJIyVLWnIQv09MaWR1pMosJ0RNSO96s3F/7xuasJrf8plkhqUbLkoTAUxMZn/TgZcITNiYgllittbCRtRRZmxCRVsCN7qy+ukVa14tUrtoVqq32Rx5OEMzuESPLiCOtxBA5rAYAzP8ApvTuK8OO/Ox7I152Qzp/AHzucP/cWOsw==</latexit>

M
<latexit sha1_base64="uDkjOUGLThsu7w3ezqgHF8e1N9E="></latexit>

ω : (!→
obs → [0, 1])2 → R

<latexit sha1_base64="LenYvM4IdG9CVXRABkSHmSnB7N0="></latexit>

M → argmin
M→→M

ω(M↑,M↓)

Interpret the problem of one learning Markovian uncertainty models, specifically iHMMs

Assume system under observation is modeled by a hidden Markov model. 
Monitors over iHMMs: 

-  let      be a risk function defined over a specification       and horizon  h 
-  iHMM monitor:

<latexit sha1_base64="PA//GIhBD10wf1BjhRG3Vxdte4U="></latexit>

MiH(ω) = maxH→iH EH

[
rhω(εε ) | ω

]

<latexit sha1_base64="gYn/STEui7b4aia/1olC6pU7f3c=">AAACJXicbVDLSsNAFJ3UV62vWJduBlvBVUm6qC6LblxWsA9oYphMJs3QyYOZSWkI/RW39WfcieDKH3HhtM3Cth64cDjnXu7huAmjQhrGl1ba2d3bPygfVo6OT07P9PNqT8Qpx6SLYxbzgYsEYTQiXUklI4OEExS6jPTd8cPC708IFzSOnmWWEDtEo4j6FCOpJEev1qElfMhfAseaIJ4EtO7oNaNhLAG3iVmQGijQcfQfy4txGpJIYoaEGJpGIu0ccUkxI7OKlQqSIDxGIzJUNEIhEXa+zD6D10rxoB9zNZGES/XvRY5CIbLQVZshkoHY9Bbif94wlf6dndMoSSWJ8OqRnzIoY7goAnqUEyxZpgjCnKqsEAeIIyxVXWtfpquoa5qQIeIZ92YVVZe5Wc426TUbZqvRemrW2vdFcWVwCa7ADTDBLWiDR9ABXYDBFLyCOXjT5tq79qF9rlZLWnFzAdagff8COQSlmQ==</latexit>

rhω
<latexit sha1_base64="z/B2xFUJxUhFeHqA+CppuuY6aNM=">AAACH3icbVDLTsJAFJ3iC/GFunQzEUxckZYFuiS6cYmJPBJayXQ6hQkz02ZmSmwa/sMt/ow745Z/ceEAXQh4kpucnHNv7snxY0aVtu25VdjZ3ds/KB6Wjo5PTs/K5xcdFSUSkzaOWCR7PlKEUUHammpGerEkiPuMdP3x48LvTohUNBIvOo2Jx9FQ0JBipI30WoWuCqE7QTIe0eqgXLFr9hJwmzg5qYAcrUH5xw0inHAiNGZIqb5jx9rLkNQUMzItuYkiMcJjNCR9QwXiRHnZMvUU3hglgGEkzQgNl+rfiwxxpVLum02O9EhtegvxP6+f6PDey6iIE00EXj0KEwZ1BBcVwIBKgjVLDUFYUpMV4hGSCGtT1NqXt1XUNU1pjmQqg2nJ1OVslrNNOvWa06g1nuuV5kNeXBFcgWtwCxxwB5rgCbRAG2AgwTuYgQ9rZn1aX9b3arVg5TeXYA3W/BdlvKOp</latexit>ω

Problem Statement: Given system under observation H, and a set of iHMMs  , and a distance 
function                                                   , find an iHMM iH, s.t., 

<latexit sha1_base64="aT4COi9yq+Fo+/gi06b3Ef4viSM=">AAACJXicbVDLSsNAFJ34rPUV69LNYCu4KkkX1WXRTZcV7AOaUCaTSTt0JgkzE2kI/RW39WfcieDKH3HhpM3Cth64cDjnXu7heDGjUlnWl7Gzu7d/cFg6Kh+fnJ6dmxeVnowSgUkXRywSAw9JwmhIuooqRgaxIIh7jPS96WPu91+IkDQKn1UaE5ejcUgDipHS0sis1KAjA+hwpCYYsaw9r43MqlW3loDbxC5IFRTojMwfx49wwkmoMENSDm0rVm6GhKKYkXnZSSSJEZ6iMRlqGiJOpJsts8/hjVZ8GERCT6jgUv17kSEuZco9vZlnlJteLv7nDRMV3LsZDeNEkRCvHgUJgyqCeRHQp4JgxVJNEBZUZ4V4ggTCSte19mW2irqmScWRSIU/L+u67M1ytkmvUbeb9eZTo9p6KIorgStwDW6BDe5AC7RBB3QBBjPwChbgzVgY78aH8bla3TGKm0uwBuP7Fy0OpZI=</latexit>

H
<latexit sha1_base64="uDkjOUGLThsu7w3ezqgHF8e1N9E="></latexit>

ω : (!→
obs → [0, 1])2 → R

<latexit sha1_base64="Y9YzW8VelQfOTdkVsJkb/aOCUPw="></latexit>

MiH → argmin
iH→→H

ω(M↑

H
,MiH→)



Learning interval hidden Markov models
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Using a technique known by linear update of probability intervals 
(LUI) (Suilen et al.), we can guarantee convergence to the ideal 
monitor. 

Theorem. LUI yields a sequence of iHMMs, which induces a sequence of 
monitors that converges to the ideal monitor.



Experiments
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Name States Transitions |τ| h

SnL-10x10(*) 101 502 15 5

evadeV-5-3 1 001 3 878 10 20

evadeV-6-3(*) 2 161 8 667 12 20

airportA-7-10-10(*) 1 170 5 557 15 25

airportA-7-40-20 10 760 56 577 125 35

airportB-7-40-20(*) 21 520 152 170 125 35

(*) – additional coarse model version 
 2 different stopping condition thresholds (0.001, 0.01 / 0.01, 0.1)  

RQ 1: Model-based vs model-free  
            monitoring  

RQ 2: iHMM vs HMM learned  
            monitors   

RQ 3: No refinement vs refinement 



RQ1: Model-based vs model-free
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Robust models vs regression vs conformal prediction 

Comparing FNR and FPR between model-based and 
model-free methods -  airportA-7-10-10, θ = 0.01 

Comparing FNR and FPR between model-based and 
model-free methods -  airportA-7-10-10, θ = 0.001 



RQ2: iHMM vs HMM learned monitors
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Comparing risk estimates between HMM and 
iHMM monitors – evadeV-5-3, θ = 0.01

Comparing FNR and FPR between HMM and 
iHMM monitors – evadeV-5-3, θ = 0.01



RQ2: iHMM vs HMM learned monitors
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Comparing risk estimates between HMM and iHMM 
monitors – unlikely-15 , θ = 0.01 

HMM 
Underestimate the risk of unexplored paths  

iHMM 
Overestimate the risk of unexplored paths  



RQ3: No refinement vs refinement 
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Comparing stance to Ideal Monitor between refinement 
and no refinement - Coarse evadeV-6-3 , θ = 0.01

Comparing FNR and FPR between learning with and 
without refinement - Coarse evadeV-6-3 , θ = 0.01



RQ3: No refinement vs refinement 
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Comparing stance to Ideal Monitor between refinement 
and no refinement - airportA-7-10-10, θ = 0.001

Comparing FNR and FPR between learning with  
and without refinement - airportA-7-10-10, θ = 0.001



Recap of today

38

๏ Runtime monitoring under uncertainty 
‣ how do we construct robust monitors over noisy data 

๏ Monitoring over Markov decision processes 
‣ polynomial monitoring algorithm for MDPs 

๏ Learning robust uncertainty models for monitoring 
‣ model-based approaches outperform model-free approaches 
‣ robust models allow us to maintain safety without being overly  

conservative



Verifying autonomous systems
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Formal Verification

Challenges

Principles

System S 

Environment E 

Specification  φ
Does S||E satisfy ?φ

yes  
(proof)

No

(cex) Repair

Environment modeling 
we do not have good 
models of the behaviors 
of agents Specifying ML tasks 

ML tasks are not easily 
formally specified

Scalability 
ML models have high-
dimensional input and state 
spaces

Black-box models 
detecting unexpected 
scenarios at runtime

Specification 
formalisms for ML  
- relational specifications 
- from system-level to 
component-level specs

Compositional and 
statistical verification 
methods  
combine compositional 
formal methods with 
statistical learning theory 

Probabilistic modeling 
probabilistic scenario 
description languages

Runtime assurance   
- runtime monitoring 
and enforcement 
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starlab.systems


